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Ms. Ann Cole, Director 
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Room 11  0, Easley Building 
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Re: Undocketed; Request for Confidential Treatment of Portions of the Staff Report 
Entitled "Customer Data Security of Florida's Five Investor-Owned Utilities" by 
Florida Public Utilities Company 

Dear Ms. Cole: 

Enclosed for filing on behalf of Florida Public Utilities Company are an original and 15 
copies of a Revised Request for Confidential Treatment in the undocketed matter referenced 
above. 

Please acknowledge receipt of these documents by stamping the extra copy of this letter 
"filed" and returning the same to me. c&>- nd you for your assistance in this matter. 

Enclosures 
. Ms. Julie Petty RCA - 

Sincerely, 
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Regional Center Office Park / 2618 Centennial Place / Tallahassee, Florida 32308 
Mailing Address: P.O. Box 15579 / Tallahassee, Florida 32317 

Main Telephone: (850) 222-0720 / Fax: (850) 224-4359 



IPEDAC 

BEFORE THE FLORIDA PUBLIC SERVICE COMMISSION 

In re: Request for Confidential Treatment 1 08mIh3- €Z 
of portions of the Staff Report entitled “Customer ) Ul&df&&. 

Utilities” by Florida Public Utilities Company 
Data Security of Florida’s Five Investor-Owned ) Filed: December 17, 2007 

) 

FLORIDA PUBLIC UTILITIES COMPANY’S 
REVISED REQUEST FOR CONFIDENTIAL TREATMENT 

COMES NOW, Florida Public Utilities Company (“FPUC” or “Company”), through its 

undersigned and files this Revised Request for Confidential Treatment of portions of the Staff 

Report entitled “Customer Data Security of Florida’s Five Investor-Owned Utilities.” As basis, 

the Company states: 

1. On December 11, 2007, FPUC filed a Request for Confidential Treatment of 

Portions of the draft report of the policies, practices and controls regarding security of sensitive 

customer information for each ofthe electric IOUs, including FPUC. Upon review of the request 

filed December 10,2007, FPUC herewith submits the revised request. 

2. In the Draft Report, Staff summarizes and discusses the policies and procedures of 

the Company based on interviews and data responses provided by the Company. The Draft 

Report also includes comments and conclusions of Staff regarding these measures. While such 

commentary may be helpful to the Commission, a public discussion and disclosure of this type of 

information could assist unauthorized access to sensitive information and cause harm to both the 
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Company and its customers. Accordingly, FPUC is requesting confidential treatment of portions 

of the draft report and Staff workpapers. 

3, Section 366.093, Florida Statutes, permits electric utilities to request certain 

records and material be kept confidential and exempt from Section 119.07(1). Among the 

information which is included as proprietary and confidential are security measures, systems or 

procedures. (Section 366.093(3)(~), Florida Statutes). The draft report contains discussions of 

this type of information but more importantly analysis and conclusions regarding these systems 

and procedures. FPUC does not publish or make public reviews and conclusions regarding the 

overall effectiveness or recommendations of its various policies and procedures nor does it intend 

to do so. Accordingly, FPUC would request that the portions of the draft report and Staff 

workpapers identified on Attachment “A” hereto be determined to constitute proprietary 

confidential business information regarding security measures, systems or procedures 

encompassed within Section 366.093(3)(c) and exempt from Section 1 19.07( 1). 

4. References to pages are to the document which accompanied the November 16, 

2007, letter. 

5 .  Exhibit “A” hereto in a sealed envelope is a copy of the draft report and 

workpapers with the information which FPUC asserts is confidential highlighted. Exhibit “B” 

hereto is a copy of the draft report and workpapers that have been redacted. 

6,  This Revised Request is intended to revise the scope of the information for which 

confidential treatment is being sought and requests return of the initial request. 
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7. The Company makes this request with reference to the material in the draft report 

but would include this request as to the final report as well. 

Respectfully submitted, 
MESSER, CAPARELLO & SELF, P. A. 
Post Office Box 15579 
Tallahassee, FL 323 17 
(850) 222-0720 

Attorneys for Florida Public Utilities Company 
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ATTACHMENT “A” 

Identification 

Page 7, Exhibit 1, “Customer Data Security Issue 
Summary” all items in column headed “FPU” 

Page 8, paragraph 1.42, handwritten numbered 
lines 1-6 

Page 33, all or part of handwritten numbered lines 1-4 

Page 34, handwritten numbered lines 1 - 12; 
all or part of 13-14 

Page 35, all or part of handwritten numbered lines 1-3 
16-32 

Page 36, all or part of handwritten numbered lines 1-2 
and 8-9 

Pages 39, all or part of handwritten numbered lines all 
or part of 2-9 

Page 40, all lines 

Staff workpapers “Interview Summaries” tab paragraph (3) 
conclusions, entire section 

Reason 

3 6 6.09 3 (3) (c) 

366.093 (3)(c) 

3 6 6.0 9 3 (3) (c) 

366.093(3)(c) 

3 66.093 (3)(c) 

366.093(3)(c) 

366.093 (3)(c) 

3 66.093(3)(c) 

3 66.093 (3)(c) 



Noveniber 1 G,  2007 

Ms. Julic Petty 
Director. Customer Relations 
Florida Public [itilities Company 
401 S o d i  Dixit. Highway 
West Palm Hcacli, Florida 33402-3395 

DCRT M s .  Petty: 

Encloscd is a draft copy of our report cntitled Cusrnnwr Datu Secrtrizy cgPhrida's Fire 
I~wesfur-Owned U?Z.&ia. This dr3h iiicludcs the Extcutivc Summary, Bdigrounil & 
Pcrspcclivc, the Florida Public Utilitics Company chapter, a id  inrce qiendices. Tix rcvirw 
csaniincd the (Iata secu&y practices for each of Florida's fix*c-inyej!o: owncd utilities. I f  ib ou:- 
nope that each compiiny finds this sscssmcnt hKncfICld. 

'Xis tkdi is pi-ovidcu Tor revim o!' factual accuracy rind idc::t:Zcadon of aiiy !iiat&i on 
which )ux1 intniu In file a request for confidaitial classificatiori. Sou h.w; fix ii&t to fiic a fcyk3 in 
:wordatice with Ririz 25-2?.~10h~3),  F.A.C. The requesl must be fikd with the L)i\!iSioii o!' Uiz 
C~'umii?issioii C k r k  and Aclrninistramivc Services no later than 2 1 days ii.om rllc date of receiln, or wc 
retai:i ihe right lo puhlisli without regard to confidentiality. Dtirhg 1i.c ilex1 21 days, stal? will be 
available io tliswss the ~ x t u a l  accuracy oThc rcpon and to pmvidc acx%i;: IO work papcrs k r  Iev~cw 
nT pmspoxive confideiirial irfonnatiun. Also Juring this pcrhd, s t a r  wili acccpt m y  wrincii 
coninids Liie company may wan: tu incltidc in ihc final rqort. 

\%'e aouid like to publish ttic rcpon as sooil as possihle aftcr the 21 day pc;ioC for f i h n p  
expires on December 11: 2006. Thank you for your cooperation anu assislii!m. md IGdt 

eslcridcu by 'r'loridu Public 1 ltililies Cnmpnny employees who particiyatcd in this rcvicw. :!'you 
hivc any cpcstiun~, picax contact h v i d  Rich at (8501 41 3.6830. 
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Division at Competitive MRrkcts arid Enforceinen: 



November 2007 



4.0 

5.0 

6.0 

I.:SE.('I' I'!W SI '11\1 \RY 
1 .  ! 0Lijt:ciiw~ ............................... . . . . . . . . . . . . . . . . .  

......................... ..... 5 i . 2  Sccyc ........................ ........................... 
1 .,< I\lctlcltlrtingy ..................................... .> 

.................................. .6 1 .i Chcral! Opinion ............................................ 

I M C ~ ~ G I I (  II ' N r:, 1 N D i " m ~ i . :  C T I  \ '  r- 
2.1 hcdcral Trade C:olnniission Rnlc ............................. . . I 1  
2.2 I)ara Security Hrc:tchcs ....... ............................. 12 
2.3 Federal anti S I ~ I :  Au~honty ................................... 14 
2.4 Florida Puhlic Sxvicc: Coniiiiission Rcspoiisi ........................... . . I T  

Fl ,OIUl)A POtVER C;r i.lGlIT 

2 . 2  Inforiiiation '1 echnoiv~.y i:un(rols .............. 
3.3 \!sei Awareness and Training .............................. 
~, . . t  Onisourciit~: ( 'hrtruls ............................................................................................. 75 
._. : 5 Aiiditiiig (Controis .................................................. .................................. 2 b  
3,!> ('oncluxionc ........................................................ ................................... 2): 

5 . . . . . . . . . . . . . . . . .  

.................................................. . .  

................................ 

............................ 

;.I bl;l;iitagt.ment Owrsighl ................. ................................... 
- 1  

I ,  

. .  

Fl .Oi<IJl:\ !'C~l<I.lC ! . - ' I  iL1711.:S <'O%ll'z1Nl' 
4. I h l~ i r ; i~~c~i i< i~ i  O~c-rsiglit . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21 
4.2 Inimiiatioii 'l'cztiii1~1o~y ( : U I ~ O I S  .............................. . . . . . . . . . . . . . . . . . . . . . . . . . . .  '4 

4.: l.'sn. A~vacl!llc~;s ;rnii ~1-;1111111!~ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  (0 
2.4 Ouis(iiirciny ( 'iv,i-oi* . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  
4.5 ;\uditiiig Coiitrvl, .......... ................................................... .x 
4 ( >  ("oiiclusioiis .................. ..................................................... ::I.) 

,. 8 1 ,  

. .  

c; c: I .F E W ~ W I  CXJ 8 ii' 453. 
j, ! iivhrnpenmic Ovci-si$ii .................................................................................. 4 I 
5 . 2  11~1onii:11io11 Ta~h i io i t ) . q  ('im;iols,.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 
>..> - _ 1  fisc: A\\;trc;ic:.;s d 'l.i,aitiinb, .t(> 

5 . :  ~'~iits~~uIcic.!! ( 'tm:~-ols. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  A 7  
5.5 .$liiiitnip ('rriiiro!: ................................................ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48  
5.6  I'ci~icitisions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  .4<) 

PKcK;RE.Ss I 3 l 5 R G Y  ~ ~ ~ . . ~ ~ l < i D ; ~  
6 .  I Managc~nwrt O \ t x i y ! N  -5 :i 

6.4 ~ J u t W t l i c i l ! ~  ~ ~ O l l i X ~ t ? .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . . . .  

6 i .\t:ijii111g ('OIlfI-<J!S ................................... ................................... 50 
O.!i '~7 l>c~l lszc~~s, . .  . . . . . . . . . . . . . . . . . . . . . . . . . .  ~ . O I  

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

. .  

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  
.. nnation 'Icclunulogy Controls. ......... > -: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

, l v m ~ x c c s  :111d T:;!tniii!, . . . . . . . . . .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5': 
i'J 

. .  

............................................... 



7.11 i',vm3i EI .i-( mrc ( Y 131 f w  1' 
i .  1 M m i i l y i ~ c ~ i t  Ovcrsigllt .... ............... 

Iri Ibnnii~ior Technology C:oiilrols ....................... 

7 . 3  ( kit soiirc in; ............................... 

7.5 ht l i t iny  C'ontr ............... 

(13 
- ............................. 
7 7  , . _  

. . . .  7.3 Clscr Awmiicss mid 1 r:iiniiig ............................ 

- ........ ...................... .............................. 7 0  , . f i  C oiicluiions 

8.0 <'OhIl'ASY tOl-IRiE\~I 'S 
............................... ... 8. I l k i r l a  Power k Light ........................................... 

8.2 Florida l'ulilic t!lilitiw Company ............................. .............................. 
I:.3 C ; u l f l " u  Compaiq ............................................................................................... 

s.5 T ; ~ ~ I I ~ ~  r .~~c ( i .~c  c ,~ll l l l~il l~ ..................................... ..................................... 

, %  ,A < . i l ~ ~ ~ ~ ~ t l  Tccluiulogy .,\udit Giiidc ............................ 

L '  '1 reiltment of Sensitive ( ' u m n i w  I k ~ i a  .................. 
H 

. .  8.4 Progress Lncrgy I.lor!da. ....................................... ....................................... . 

u.li . 4 1 i I ~ E , : W  I ( :+:s 

.............................. .............................. 
................... 



1 .O Executive Summary 

TIUS rcvieu of' kiorida's iii\~esior-ou tied clcctric utiiitics was conducted on heh:ilf' of ihc 
Florida Public Scrvicc Commission (the Coniniissioii) by the Bureau of Pcrfonnancc. hdysis. 
'Ihc objective of Ute rcview it"% IO Ieam more ahout each compmy's policies. pi-aclices, and 
contruh regarding thc sccurity of scnsitivc customer infom~ation, 

'I  he primary ohjcctivcs of this rc\ ' i cw were: 

5 ro hcconic faniiljar with, docrimen!, a i d  ovaluatc each investor-ownrd utility's 
policies; practices, and procedures for safeguarding sensitive customer d a c .  

1'0 detcrminc whether sufficient physicd! and virtual intcmal controis mist in 
cach utility to pmtcct customer sensilivc data and the netwoik. and 

2 .̂ 

:e.: -~ 7 0  ensurc tlial c:a:lr company is in canipliance with aplicablc state. fetieini. 
iticiustry yidciines regarding protection of sensitive custoniei. &ita. 



Each company's policics, practiccs, and procedures werc compmd LO applicable shtc  
and federal stiitutcs relevant to the protection of smsitivc customer acta. StnR rmde conlpai-isrms 
to relevant standards such as those shown in APPENDIX A. Staff also rcvicwcd the cilncnt 
physical and viriual security systems used by cach company, diose now being implaiented, and 
concepts in slapas or cithcr pianning or davclopnient. 

To ilsscss arid coinpare conipanics' overail sccurity posturc, staff uscd the infomitrioa 
gathercd Foin the docuinent reviews, on-siie intcrvinvs, and facility visits to assess each 
company's overall security status. 

All of the companies arc in  compliance with applicable state and federal statutes ;ind 
induarv guidefiiics for sccurity of sensitivc customer infomiation. 

Lach company recognizes ttte integral role management has in establishing ai; ovcrall 
coiporatc climate conducive to safeguarding cusmmer information. Management in each 
inyestor-owiiod utiiiry lias Lailorcd company goals and objectives, policies. progrants, and 
procedures to nspond to tl idr particular information security cnvironnient and pcrccivcd risk. 

KO courpany reported, O i  is aware ol: any breaches to sensitive customcr infomiation i n  
the prm iotis twa ycars, Ihc period covcxd hy this rcview. liowcver, cach cornpi~ny is \.ariously 
impactd I)}) the acccler;itcd pact ofcsolvirig whnology and continued vigilancc is requir-cd. 

EXIIIBI'I' 1 yrcscnts a summar:, o f  the Data Security issucs ohscrvctl during star!-s 
review, Whcrc a a f C  Cound cach carcgoy nl' controls io hc appropriaic and Adcqunc, tliir is 
indicated in the chart iiy a so!d circle ( f )  symbol. Where a defkierxy w:is notcd, his is 
indicated in thc chart by iui open circle ( 0 )  symbol. Tiic Control J:!enien!s within hlnnagen:ciit 
Ovcrsighl, 1'1 Controls, User Awarencss, Outsourciiiy C:ontrols, 3rd Auditing Contrnls iiic 
i]. .j' .' 

i~ r k i d t l ~ i l y  discussed i n  IXOTC delaii iii chaptcrs ihrc,c through seven. 





Staffs fintfirigs for cach company are summarized hclon.. Additional discussioii o f  
staffs conclusions fur each company 1s contaiiicd it1 chaptcrs thrcc through sevcn. h jmii  le of 
conipaity data sccunty information is iwovidcd in APPENDIX B.  A cumpaiiy-b~~-conipany 
recap of the treatment of scnsitivc customer data is provided in  APPEKDFX C .  

1 A.2 k’ioriti~ ~ u b l i c  CtiIities Company (FH’U) 
Wit11 significantly f‘cwcr customcrs, employees, a i d  othcr Cisjcts at its disposnl, FP:.;’s 

dcptli i rnd bIcadth of measurcs ?o safeguard seiisitjve customcr iiiforniation arc riot i is  robust as 
thosc of other Florida invcslor-owned utilitics. 11owevcr, staff bclreim that FPU has gcneraliy 
adequate sakeguards in place to protccl this mfnmiation and that compmy managenwit has 
asscsscd risk, aliocating ;issc(s tis required to mect threats. The coir,pany 15 in cnmpliancc n ith 
stale. federal, a i d  industry guiclelmcs reicvant to protecting scnsitivc ctistoincr inforriiation 







- I- .- 













Scn ice hlaiiagcr n i d  Cicneral M/~itnagcr of thc Korthcast division, thc C'usmicr  Sen I C C  !5:mgc1 
.ind C;encrCil Manager of' the Nor t11we.s~ d i \  i s m .  tho llircctor of Customer Rcla;ions, a id  11ic 
c'ustotncr infomiation Manager. Ciis~on~cr Service Managers or General Mmiiycrs iliakc an 
infbnnation scyuest to eithc- rfic Director of Customcr Relatioiis or ('ustomer In~oomiation 
I lmagcr  niho is able to qucty thc Jatabasc. I'hc "lcgitimatc business need" for such infoniiatioii 
IS ti zlcnntr I d  I11 io" 1 )'. 

FPU proccduras prohibit discilsslrig confidential customer iriformatiori with anyoric other 
than tlie accwnl  holder, unlesc: the requestor w a s  prcviously acithorijled by thc iiccoutlt fioldcr 
1'111s rcstrictroii also applies to walk-up or telephone inquinss. fA'llell ~i non-accouiit holder 
inqurrcs, the C'SR asks Zhc iitdi\idual for his or hcr name. For walk-ins, CSRs coritirm prc- 
existing authon/,ation and then vjcw personal itknlificatjon, such as .i joint clicckirig ticcounl or 

cusloniers wiicthcr  hey \\.ish to cstablisli liriotlicr autlioxizcd usa.  



According to PPL; managcnient, inf'omiatioil mmagcmz i t  a11d SCL"UCI ty arc the 
responsibi 11 I y of' ul  i FPL! personnel, FPU's 111 formation Mat tagenlent ( I  h$) section is specifically 
dcsigndtcd u ith i l ~  responsibility IO ~ S S C S S  the risks am! potential vulnerabiiriies 10 the overall 
t icl~~ork nrid individurtl ivorkstations. 1M niaiiagers coordinatc \\.ith. arid p ro \  idt: lechnical 
advice to, compariy opcrational nianagcr~icnt in order to cictemiinc+ FPI ' policy, prncticcs, :ind 
procedui cs rcla(i\tc to lhe hanclling. rctention, and protection of'sensitjvc cuslomer data. 

IM pcrsoriiicl also have thc rcsponsibility to  monitor eniploycc ~ C C C S S  to the ncttyork, its 
functions. arid stored infomatioii. Systcrn usage is monitorud, and thc IM. section processcs all 
cliangcs to employec network access. -4 cliangc in employment status, such as rctiremen?, 
tcr?iiii~:iiioii. promotion, or rransfcr prompts an immcdiate reviuw of access and any approprim 
chmgt's to authori/ahn. 

34 



or data. 

Does Florida Pu hlic Utilities limit piiysicd access to customer inlbrinatiori 
tis a a res o ti fi'c es t !I TO it g h access B u f h or iza t io n p roc e d ii r cs , M o 11 i t o ri t i  g rii e vi c cs, 
a i d  alarm systeins? 



.%. 

x 

worldwidc. 'I.hesc practiccs su&m cffect ive information security nianage~iieiit i i r id ,  wbcn iisctl, 
sigriificantly reducc the risk of compromisc. A key coniponent of thcsc practiccs is cmpluying a 
defcnsc in dcpth, a systcin of active and passjvc ineiisurcs to .thc\.art iictwork compromisc. '1 hc 
prcmisc ol'defciisc 111 dcpth is lo layer physical and virtual sec 
de t cction s y s  t cnis and ;ict i v c  i r I t ni siori prevent ion systcnis. 



'1 iiough thcsc: policies do  not specifically focus ox the protection of scasiti de v w u m c r  
Information, FTW menagtment states that 11 helievcs cach policy hclps crcatc :in empluyec 
minrisct lhat is conducive to safeguarding custorncr sensitive data, and transfcrabIc io thc 
applicaiion of such ssfcguar ds. 



Fiorida Pubiic Utilities docs nol oiiisourcc customcr scrviccs. Thc CIS billing VCiIdiJl 

with which f:P1' has a scrsioe/suppart agrecmcnt has ~ C C C S S  to ciistoriicr records in ?IS i:1 o r b x  
IC) diagnosc and concct billiny-;~clatcd errors. The only other outsidc vcndor with iiccess to 
ciistonicr infomintion is thc compa~iy auditors. 



on information tc.clinolopy or inibntalion sccurity. IloweLer. FIJI.; statcd that the BIIO audir 
firidiiiys still pruvidc geiicrnl insights on data security arid rictwork protection. 

No audit of FPU information security practiccs \vas pcrfornied over thc pcriod 2005 to 
Scptcmber, 2007. H o w x w ,  FPU has rcceiitly mitiatccl an audit of rictwork security and nsk 
x~esstiiciit by (’roux C‘hczik, their intenid auditors. I’hc m i i t  % i l l  FOCLIS on Sarbarics-Os1c.y IT 
coiltrds (‘oiripletion oi‘lhe audit IS ruiticipated in Octobcr 2007. 

. . . .  f: 1 c)r i dn ! :I 1: I i i: i., I I 1 I i I cs 







Florida invcstor-owned utilities have programs dcsi-wed lo safeyard scnsitivc customn 
infortiratiort. These programs arc multifaccted, combining wriltcn policics, cmployce 
proccdures, and managcmcrit or supcnisory practices. ..I variety of virtual and physical 
safeguards round out the data security systcm found in each company. 

This chiirt suinnxarizes each company's security policies, practices, acd initia1ives. 'fhcse 
points arc discussed in more detail in each rcspeclive company chapter. 



l~*lorida invcstor-owned utilities collect, use. and mask a san'cty or sensititc cuWitmcr 
inr'orriiatiori. Collcctfon, usc. and masking of hibnnatjon i n  cach company 1s contiollcd sild 
snfcguardcd by il combmution ul' wriltcn policies, employcc procedures, a i d  Iiianagcnicnt 
supcnvsion practices. Virtual arid physical sccunty mcasures in each company round out the 
system dcs igxd  to protcct the data. ?'hc following chart summarizes the infonnation cach 
company collects, uses, and masks. 

I Social Sccuri~v Numher I X I x i X ____..-. ~ - .. __._, .... ......... 
x 
x 

.. 

. .  .... .......... ........... _- -... 

-..I ........ ......... .,. ___.-. .... M 
.. . . . . . . .  .... . . . . . .  ...... . . . .  , -_ _._____. - , 

I 

___l_ -.__._ ~T ,..... ......., j..- 
_. ~ Ch-iver's 1,iccise Nuiiiticr j 
! Bmk A.cco~int i 
1 Date of Birih 
I Crcdit Card iiil'o 

L-. 

i _- - -.-- 

1 Social Security Numlscr I I I 

j Bank Account i I I 

I Social Securits h'uniber I I 



Alteration of employee status (e.g. retirement, position change, teimination) is manually entered into 
the system. The HR Director has the responsibility. Policy is “a week or two”. An email is sent to IT. 
IT removes or alters access as appropriate. Upon termination, all employees have a checklist to 
complete, with network access rights discontinued immediately upon termination notice. 

Julie Petty, Director of Customer Relations, also has audit responsibilities. There have been no data 
security audits in the last 24 months. Crowe Chezik has been contracted to begin such an audit in 
September. The audit is scheduled for completion 10/07. All auditing is outsourced; FPU has no staff 
auditors. 

(4) Data Request(s) Generated: 

( 5 )  Follow-up Required: 



4.0 Florida Public Utilities 
The two electric divisions of Florida Public Utilities Company (FPU) have &full-time .and a-, 

part-time employees that services the electric divisions, and serves approximately 28,000 electric 
customers in FloridLThe Northwest Division, headquartered in Marianna, provides service to customers 
in the western panhandle. The Northeast Division serves Amelia Island and is located in Fernandina 
Beach. 

.. --_ .- -. ... ... .. .......... ........ ................................. ........................................... 

Does Florida Public Utilities management have a clear understanding that 
information security is a management responsibility? 

FPU management acknowledges that information security is a management responsibility. 
According to FPU, company management sets the corporate climate for information security by creating 
procedures and determining information security priorities. 

FPU management states that it recognizes that information security is only possible, and produces 
the best results, in a cooperative partnership with company employees. Further, the company states its 
objective relevant to information security is to create and sustain a workforce aware of the obligation to 
effectively manage and protect sensitive customer information. FPU managers stated that the company 
seeks to accomplish this objective through a comprehensive employee training program, management 
supervision of the workplace, employee mentoring, retraining (when necessary), and annually requiring 
all employees to acknowledge and sign the “Security of Customer Data” policy statement. 

According to the company, managers and supervisors also routinely monitor software 
applications, programs, workstations and employee access to sensitive information to determine inherent 
operational risk. Changes in employment status, or an employee’s business need to access sensitive 
customer data, are reported by managers to IT. Then, the employee’s network access rights are revised to 
reflect the change, minimizing risk. 

What type of personal information does Florida Public Utilities collect from 
customers? 

The Customer Information System (CIS), a customer service and billing system, is used to initiate 
new accounts, update record information, and to store individual customer data. When initiating a new 
residential account, customer service representatives (CSRs) collect personal information from the 
account holder including the full name, social security account number, driver’s license number, address, 
and phone number. 

FPU service representatives also collect banking information if the customer wishes to establish 
automatic electronic payments. During initiation, customers also have the opportunity to provide names 
of others authorized to discuss the account, such as a spouse or other relative. 



Has Florida Public Utilities management assessed the appropriateness of the 
information collected from customers? 

FPU routinely collects both a social security number and driver’s license number from a majority 
of its customers. According to the company, a social security number is required in order to run a credit 
worthiness check. Thereafter, the social security number is maintained for identification purposes and 
possible future collection actions. 

The company reported that new customers are increasingly wary of identity theft and often do not 
wish to provide a social security number. In such cases, the driver’s license number can be used as an 
alternative method of identification and to assist in possible future collections action. The driver’s license 
information is maintained for the life of the account, all but the last four digits are masked, and FPU 
management does not perceive any undue risk in collecting or keeping this information. 

Staff believes that requiring a driver’s license number for identification purposes in the absence of 
a social security number may be appropriate. But, in the event that a social security number is obtained 
for identification and credit check, the additional need for collecting and maintaining driver’s license 
information is not apparent. Staff believes that collecting any personal information beyond that which is 
absolutely needed poses unnecessary risk. 

Does Florida Public Utilities adequately limit the use and disclosure of customers’ 
personal information? 

FPU has operational practices for customer service personnel to follow that address the use, 
disclosure, and retention of sensitive customer data. FPU has Jocustomer~service~ representatives.in.their 

accounts and respond to other customer inquiries. Corporate headquarters is in West Palm Beach, but all 
payment processing is done in the Marianna office. The Director of Customer Relations supervises the 
billing of customers in both divisions. 

electric divisions, 2. customer. !?!?ice. .sYPe.?i!orsr.. and .2.cust.o.mer-service--m~a~e~s--~o-~n!~!ate..new 

I division, the Customer Service Manager and General Manager of the Northwest division, the Director of 
I Customer Relations, and the Customer Information Manager. Customer Service Managers or General 

Managers make an information request to either the Director of Customer Relations or Customer 
Information Manager who is able to reauest IT to query the database for the requested information. 
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,Confidentia . ~. 

FPU'procedures prohibit discussing confidential customer information with anyone other than the 
account holder, unless the requestor was previously authorized by the account holder. This restriction 
also applies to walk-up or telephone inquiries. When a non-account holder inquires, the CSR asks the 
individual for his or her name. For walk-ins, CSRs confirm pre-existing authorization and then view 
personal identification, such as a joint checking account 

Most account holders establish an authorized third party during account initiation. However, CSRs do not 
normally ask new customers whether they wish to establish another authorized user. 

Formatted: 

Do any employees have access to customers' personal information at off-site 
facilities? 

FPU managers stated that the company recognizes the inherent data security risk associated with 
any employees remotely accessing the network. Each Division General Manager and Operations 
Manager has remote access authorization to those portions of the network containing sensitive customer 
information. Nine IT employees also have the capability to access the network remotely. The company 
stated that it believes proper controls are in place to appropriately limit access. 

What controls have Florida Public Utilities put in place for remote access of customer 
personal information? 

Under normal operating conditions, remote access is limited to Division General Managers and 
Operations Managers. FPU does not allow customer service representatives to remotely access the 
network and has no work-from-home program. Management stated there is no current or anticipated need 
to undertake such a program. FPU has a post-hurricane contingency plan which would allow CSRs 
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corporate office. 

Has Florida Public Utilities established an appropriate data security management 
function? 

FPU's Director of Information Technology directly reports to the President & CEO. The IT 
Director has nine employees working in the information technology division. 

According to FPU management, information management and security are the responsibility of all 
FPU personnel. FPU's Information Management (IM) section is specifically designated with the 
responsibility to assess the risks and potential vulnerabilities to the overall network and individual 
workstations. IM managers coordinate with, and provide technical advice to, company operational 
management in order to determine FPU policy, practices, and procedures relative to the handling, 
retention, and protection of sensitive customer data. 



IM personnel also have the responsibility to monitor employee access to the network, its 
functions, and stored information. System usage is monitored, and the IM section processes all changes to 
employee network access. A change in employment status, such as retirement, termination, promotion, or 
transfer prompts an immediate review of access and any appropriate changes to authorization. 

Has Florida Public Utilities established appropriate information security policies, 
procedures, and guidelines? 

FPU information technology employees seek to establish appropriate information security 
policies, procedures, and guidelines in a variety of ways. These include: 

Confidential 
Information Management employees also work to protect sensitive customer information, and to 

make the entire network resistant to penetration by running the most current versions of software 
available. Software uugrades. commonlv called ‘batches.” are received remhrlv to enhance Dromms. 
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harm existing programs or data. 

Operational managers coordinate with information management throughout each phase of the 
patch process. They receive testing results, evaluate the effects, and assess risk for each patch prior to full 
uploading on the existing network. Only company management can authorize a system-wide installation 
of patches based on test evaluation and risk assessment4 

FPU information management is planning two significant improvements directly linked to 
information security. The first is an upgrade to existing Cisco wireless access devices to the next level of 
available security. Second, the company will be raising security certificates to the 128-bit encryption 
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Does Florida Public Utilities limit physical access to customer information data 
resources through access authorization procedures, monitoring devices, and alarm 
systems? 

_. _- __ __ - . 1 ,CONFIDENTIAL Formatted: Font: i . 

According to FPU management, information security is not possible without parallel security of 
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Does Florida Public Utilities restrict access to customer information related software 
functions, data, and programs? 

The company network has many levels of resident security. All users must have a valid user name 
and password. Access is authorized based on a business need-to-know and contingent on approval by 
both supervisors and information management. Access to different parts of the network is derived from a 
menu at each workstation, tailored to individual users. Lack of the appropriate level of access authority 
will result in denied access. Different programmers have either very wide or universal network access, 
but are subject to continual monitoring. 
Confidential _- 
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worldwide. These practices support effective information security management and, when used, 
significantly reduce the risk of compromise. A key component of these practices is employing a defense 
in depth, a system of active and passive measures to thwart network compromise. The premise of defense 
in depth is to layer physical and virtual security, combining passive intrusion detection systems and active 
intrusion revention systems. 

Audit Guide (GTAG) establishes best practices for information security, derived __ from __ industry - - sources . - __ ', 1- 
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FPU information management has the ability to monitor employee access to the network and 
sensitive information in real time. This oversight provides IM the capability of determining who is 
accessing specific areas of the network, when such access occurred, the duration of the access, and 
whether unauthorized users attempted access. 

The information management system automatically monitors and captures software and access 
activity around the clock. The results are available for regular review by IM personnel. Network 
information is then routinely made available to management in the form of two reports, the Access Report 
and the Use Report. These are also available on very short notice through a request to IM. The Access 
Report pinpoints who within FPU has current access authority for all network functionalities, while the 
Use Report documents employee usage on the network, sites visited, and e-mails. 

Does Florida Public Utilities have adequate privacy and data security policies and 
procedures? 

Annually, FPU policy requires all employees to read and acknowledge by signature the Florida 
Public Utilities Code of Ethics, dated February 2005 and the Employee Conduct and Work Rules. 
However, the Florida Public Utilities Code of Ethics only briefly addresses the handling of sensitive 
customer information and does not site specific laws or regulations. Due to the relatively small size of 
FPU, all signed copies for 2007 from Marianna Division employees were verified. The Employee 
Conduct and Work Rules policy defines unauthorized disclosure of confidential information as sufficient 
for disciplinary action. The Computer, E-mail, Voice Mail, and Internet Use policy outlines proper use of 
these functionalities, but does not address customer sensitive data specifically. 

Though these policies do not specifically focus on the protection of sensitive customer 
information, FPU management states that it believes each policy helps create an employee mindset that is 
conducive to safeguarding customer sensitive data, and transferable to the application of such safeguards. 

Security of Customer Data is a specific data security policy and procedure requiring full 
understanding and acceptance by all employees. New employees must read and acknowledge the policy 
by signature upon completion of initial training and annually thereafter. 

Are Florida Public Utilities employees properly trained on privacy and data security 
policies? 

According to the company, an expectation of ethical behavior regarding the handling of sensitive 
customer information is incorporated into the FPU training program. FPU provides formal initial training 
for all new employees using a combination of written policies, established practices, and standardized 
procedures pertaining to the security of sensitive customer information. As a part of this training, each 
employee is required to read and sign the Security of Customer Data policy and procedure notice. 

Trainers from the West Palm Beach headquarters visit the divisions up to four times annually, 
conducting refresher training for all employees. According to FPU, there are always customer service and 
data security components to this training. On-the-job training is used to augment the initial training of 
new customer service representatives. A new customer service representative first shadows a more senior 



employee and, later, the roles are reversed. When the new employee demonstrates a thorough knowledge 
of correct customer procedures and data safeguards, he or she is allowed to work without direct, constant 
supervision. Every supervisor and manager attended supervisory training in May of 2007. The training 
was conducted by the corporate attorney and included instruction on company policies pertaining to 
privacy, data security, and ethics. 

Does Florida Public Utilities have policies and procedures in place which address 
penalties for violations of Privacy or Data Security policies? 

Florida Public Utilities’ Progressive Disciplinary Procedure policy establishes a formal five-step 
disciplinary process which escalates in severity from a first (verbal warning) to fifth step (termination). 
At the lower end of the severity scale, FPU commonly combines mentoring and retraining verbal or 
written warnings to redress conduct violations. Depending on the nature and severity of the misconduct, 
the process can be accelerated. 

Does Florida Public Utilities provide third parties with access to customer personal 
and / or banking information? 

Florida Public Utilities does not outsource customer services. The CIS billing vendor with which 
FPU has a service/support agreement has access to customer records in CIS in order to diagnose and 
correct billing-related errors. The only other outside vendor with access to customer information is the 
company auditors. 

What controls has Florida Public Utilities put in place to prevent disclosure of 
customers’ personal information by third parties? 

FPU uses confidentiality clauses whenever contracting for third party audit or repair service and 
support. These clauses require the third party to adhere to FPU protocols, policies, and procedures 
regarding sensitive customer information. Company management believes the current confidentiality 
agreements, in contracts between FPU and outside firms, adequately safeguards customer information. 

FPU states that it further limits the risk of personal information disclosure by choosing not to use 
satellite company payment locations or authorized third party payment stations. 



Does Florida Public Utilities possess, or have access to, competent auditing resources 
to evaluate information security and associated risks? 

FPU does not employ full time staff auditors. The auditing fm of Binder, Dijker, Otte & 
Company (BDO) is the external auditor for FPU. BDO, an international accounting firm, was founded in 
Europe in 1963. US offices were established in 1988. BDO’s auditing expertise is in finance and 
accounting. BDO conducted a financial audit annually for FPU during the two year period covered by 
this review. Binder, Dijker, Otte & Company audits do not focus specifically on information technology 
or information security. However, FPU stated that the BDO audit findings still provide general insights 
on data security and network protection. 

Crowe Chezik is the FPU internal auditor. Founded in 1942, Crowe Chezik is one of the top ten 
public accounting and auditing firms in the nation. 

Does Florida Public Utilities periodically assess the organization’s information 
security practices? 

No audit of FPU information security practices was performed over the period 2005 to September, 
2007. However, FPU has recently initiated an audit of network security and risk assessment by Crowe 
Chezik, their internal auditors. The audit will focus on Sarbanes-Oxley IT controls. Completion of the 
audit is anticipated in October 2007. 

Has management provided assurance that information security breaches, and 
conditions that might represent a threat to the organization, will be promptly made 
known to appropriate Florida Public Utilities’ corporate and IT management? 

Florida Public Utilities has no internal audit department. Matters relating to information 
management are the responsibility of management and IT personnel. In the event of any breach or 
compromise to sensitive customer data, the incident and pertinent facts surrounding it are required by 
company policy to be reported to both. 

Management stated that there have been no detected incidents of internal or external sensitive 
information compromise during the last two years. According to the company, there has not been a single 
theft or loss of data, disks or other storage media, laptops, or an external compromise of any sort to the 
network. 
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With significantly fewer customers, employees, and other assets at its disposal, FPU’s depth and 
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