BEFORE THE FLORIDA PUBLIC SERVICE COMMISSION

In re: Froposed tariff fiiing by BHwr 329G
SOUTHERN BFLL TELEPHONE AND TELEGRAPH

COMPANY clarifying when a non-published
number can be disclosed and introducing

caller ID to TouchStar Service

S i Ve Nt st aca?

PREHEARING STATEMENT OF FLORIDA MEDICAL ASSOCIALION, INC.
Pursuant to the Order on Prehearing Procedure and Amended
Order issued by the Florida Public Service Commission on September
6, 19920 and Septenber 19, 1990, respectively, the Florida Medical

Associstion, Inec. (FMA) hereby files its prehearing statement.

(1) Witnesses: John Thrasher, FMA General Coursel and Jeff
Cohen, FMA Jesocliate General Jvounsel. Either one or both of the

2

witnesses may testify regarding the effect of proposed Caller ID

o FEA wenbers, and regarding FMAYs objections to Caller ID,
(&} Eshibits All documents filed by FEM and all other

parties.
SO D (3 ‘Puﬂitiun: The FMA opposes Caller ID.
AFA e {4} Facrual Questions: None.
(5} Legel Duestions:

i Whatheyr Caller ID viclates Chapter 934, Florida

Atutes, Flovida’'s Wiretap aAct;
2o Wnether Caller ID viclates any grovision of the
ihution of the State of Florida.

(6) pelizy Guesbtlions:

1. Ui
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2. The effect of Caller ID on subscribers o
nonpulbiished telephone numbers.

(7) Position: The FMA believes Caller ID constitutes a trap
and trace device within the definition of Chapter 934, Florida
Statutes, fFor which there is no exception. Moreover, the FMA
pelieves Caller ID violates Article I, Section 23, the Right of
pPrivacy Provision, of the Constitution of the State of Florida.
A lwmgal wmemorandum, attached hereto, has been fited on these
iBBUes .,

(8} Stipulations: Not applicable.

(9} Pending Motions: HNot Applicable.

{10) Woncompliance: Not Applicable.
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Jdhn E. Thrasher, Bsquire
tbneral Council

orida Medical association
Flovida Bar No. 158757
Post Office Box 2411
Jacksonville, Florida 32203
{904) 3561571
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Jeffrey L. Cohen, Esqlrire
aAdsociate General Council
Florida Medical Association
Florida Bar No. 703966

Post OFfFfice Box 2411
Jacksonville, Floyida 32203
(9G4) 356-~1571
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BEFORE THE FLORIDA PUBLIC SERVICE COMMISZTION

In res Proposed tariff filing by YOOCKET WO, 89-1194-TL
SOUTHERN BELL TELEPHOHE AND TELEGRAPH ¥

COMPAWEY clarifyving when a non-published
number ~an be disclosed and introducing
Caller ID to TouwchStar Service
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LEGAL MEMORANDUM OF FLORIDA MEDICAL ASSOCIAT .ON, INC.
I. <aller ID viclates Chapter 934, Plorida Statutes (1939)
The Floerida Legislature has carefully delineated the circumstances
and conditions under which interception of wire and oral
comnunications may be authorized. Specifically listed as one of
its concerns was the effective protection of the privacy of such
comminications. Section 934.01(2), Fla. Stat. (1989}, The
Legislature alego listed as a specific objective the saufsguard of
parscual privacy. Section 934.01(4), Fla. Stat. '1989,. HMoreover,
the Yilorida Supreme Court has interpreted the legislative intent
behind Chapter 234 as affording even broader protection to privacy

than the FPedeval aAct. State v. Tsavaris, 394 So.2d 418 (¥Fla.

1981} .

Chapter 934, Fla. Stat. (1989), Florida’s Wiretap Act, was
epnacted with a great concern for protection of one’s privacy
interasts. Tt specifically prohibits the use of a "trap and trace
device" without First obtaining a court order unless the device’'s

falls under three specific exceptions.

b P

sueh a device is defined by the Act as %o device which

)

coptures the incoming electronic or other impulses wiich identify

e criginating number of an instrument or a device frowm which a

£ gy g iins

Gro@ rrondie  communication was  treunsmitited.® Sao
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4.02(213, Fla. Stat. (1982). The Caller ID device translates an

i)
L3

incoming electronic signal into the calling party’s number and
displays the number on the screen. As such, the device fits
squarely within Florida’s definition of a trap and trace device.
rennsyivania, for example, has a nearly identical wrovision, and
that state’s Attorngy General has conceded that Caller 10 is a trap

and trap device. Barasch v. Pennsylvapia Public Utlility Compission

No. 22790 C.b., Commonwealth Court of Pennsylvania, 1989.
mherefore, a court order is regquired, or the device must fit within
ane of the statutory exceptions before it may be used.
A court order is regquired for the installation or use of a
trap and trace device unless:
(1} the trap and trace device is used by a provider of
electronic or wire copmunication service relative to “the
operation, maintenance and testing of a wire oy
Ligctronic communication service or to the protection of
the rights or property of the provider or to the
protection of users of that service from abuse of service
cr lawfu! use of service"; or
{2) when the trap and trace device is used by a provider
of elentronic or wire communication service “[t]o record
the fact that & wire or electronic cowmrurication was
initisted or completed in order to protect the provider
pherast, snother provider furnishing service toward the

cion of the wire communication, or user of the

lotntiisel

o, From fravduelent, unlawlul, or abuslive uge of
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The only other exception to the raeguirement Ifor a court order
appliss where the user of the services has ¢ ven consent. Saections
934,31(2)(a),(b),(c), Fla. stat. {1989%.
The pertinent exceptions 1isted above clearly apply only when
a provider of electronic or wire communication servinse uses a trap
and trace device for three specific purpcses. Even if Southern
Bell were to justify the device on the basis that it protects users
of the service from abuse, unlawful use, or fraudulen®: or abusive
use, the exceptions do not apply unless the trap and trace device
im uped by the provider, that is, Southern Bell. Caller ID
impernissibly places the device into the hands of the general
p@blim, vnlize, for example, Call Tracing, over which Southern Bell
retains control and which information is appropriately communicared
+o s enforcement authorities. Under the present statutory
sohews, che installation or use of Caller ID would first requirs
court order under Section $34.33, Fla. Stat. (1989).
chapter 934 also addresses the use of "Pen Register® devices,
and resgtricts the use of such a device without a court owvder in
precisely the same manner as trap and trace devices. No court has
{ded how the Florida Constitution relates to trap and trace
deviges, but the Florida Supreme Court‘s recent treatment of the

issue with regard to pen registers is applicable here.

T Caller IO viclates the constitution of the state of Viorida
Ty 1989, the Florida Supreme Court determined that individuals

eitutional right of privacy regarding thelr te!ephone

P B Gl

peasy . Ghate 553 So.2d 148 (Fle. 1989) . Thoagh the




device implicated in that case was a pen register, the principles
cleariy apply in this matter.

The Shaktman petitioners were charged with certain criminal
violatlons relating to illegal gambling. As part of its
surveillance activity, the state petitioned the cir-uit court for
a leazse line for pen register operation on sgeveral telephones
within & suspects apartment. gventually, the petitioners were
formally chargad. As part of their defense, the petitioners argued
phat Article I, Section 23 of the Florida Constitution, the Right
of Privacy provision, regquired that avidence obtained through use
of the pen register devices was inadmissible. The petitioners were
pltimately convicted and the case made its way to the Florida

a court.

rpparertly, a pen register is useful for determining what
palephons mnsber an individual diale, rather thsa, in the case of
Callel b, jdentifying the dialer’s telephone numbher .
Novertheless, bpoth pen registers and trap and troce devices are
probinited in precisely the sawe way without a courv order, and the
aame Lhree exceptions apply to rhe use of each device without a
court order.

The Shakbmnan defendants’ convictions were ultinately uphela,

bur  only because law enforcement complied with significant
srooedural reguivements velating To the use of pen registers.
caller D threatens to abolish the clear procedural reguisiles for
e nge of vtrap and trace devices. This, meost assurediy, would

s Constibtution of the State of Flovida.

4

Flerida Supreme Court recognized that Ythe paople of




Florido unequivocally declared for themselves a strong, clear, free
standing, and express right of privacy as a constitutional
fundamental right.? Id. at 150. That right, the Court continuesd,
"demands that individuals be free from uninvited observation . .
unless the intrusion is warranted by the necessity of a compelling
state intsrest.® Id. The court concluded that Floride’s
constitutional right of privacy provision is implicated when the
government gathers telephone numbers with a pen register.
The telephone numbers an individual dials or otherwise
transmits represents personal information which, in most
ingtances, the individual has no intention of
communicating to a third party. This personal
expectation is not defeated by the fact that the
telephone company has that information. Id. at 131.
That the Couct intended for each individual to control his or her
privacy is solidified by the Court’s pronouncement Cchat the
parameters of an individual’s privacy can be dictuted c¢nly by that
individual.? Id. Caller ID eviscerates callers’ constitutional

right to priwvacy by depriving them the control which the Florida

Suprene Court requires.

T, Conclusion

Caller ID clearly violates Chapter 934, Fla. Stat. (198%).
Tt is a trap and trace device to whichh no statutory excepticn
applies. The greater issue, however, is the constitutional one.
artivle I, Ssction 23 of the Florida constitution states, in
pertinent part, "Every natural person has the right to be let alone
and free from governmental intrusion into his private life except

fad

ag otherwise provided herein.® This is the crux of the issue

netore this Commission. It is an issue which the Florida Supreme




Court has addressed extensively. Hence, no other ccaclusion is
reasonanle except that Caller ID violates b th legislative intent
and judicial interpretation. Moreover, the infringement wrought
by Caller ID appears to be totally unnecessary in light of Call
Trace which Southern Bell itself markets as the solution to
harassing telephone calls. See Qctober 21, 1990 Florida Tinmes

Union advertisement attached hereto as Attachment A.

/ﬁ MW%D’%% Cfé—f,

John E. Thrasher, Esquire"
egeral Council
lprida Medical Association
Jorida Bar No. 158757
st Office Box 2411
Jacksonville, Florida 32203
(904) 356-1571

Y

Jeffrey L./ Cohen, Esquire
Associate /deneral Council
Florida Medical Association
Florida Bar No. 703966

Post Office Box 2411
Jacksonville, Florida 32203
(904) 356~1571
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Callar TD to TouchStar Service
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I HERERY CERTIFY that coples of the FREHBEARING SYATEMERT OF

-

PLORIDS MEDICAL ASSCCIATION, INC., and LEGAL MEMORANDUM OF FLOR

IRDTCRY, ASSOCRTION, IRC., heve bean

parties by U.8. Maill this 23rd

Southern Bell Telephons and
Telegraph Conpany Attm: Bruca R
attn: Marshall M. Criser, ¥II1X P.O. Box 1876
150 8. Monroa Sk, #400 Tallahagsee, FL 32302-187¢
Tallnhasesse, FLo 32301
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B Bl Lookemith Mike Ramage
i David Merkats Flovida Umpame@mt of Law
s 5301 Fnforcemnant
clple, FL : .0, Box 1489
1lahasses, O 32302

Lo Grean Robert A. Butterworth
vion of Legal Seyvices Attorney Generel

e Publisz Service Department of Legal Affairs
Commission The Capitol

et Galnes Stresh Tallahagsee, FL 323991050
see, PL 32305

s
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1 3 Willis Booth
un0r°“.'* oodatic Flovida Police Chiefs

1487 Association

P.0. Bow 14038

Pallahasses, PL 32317-4008
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Peter Antonac
nLa?dW}ﬁL Progecultor
PLOOL, hu Capitol

”WWE%A i, 32389
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Cheryl Phoenix, Director

Florida Coalition Against
Domastic Violence

PG, Box 532041

Orlando, FL  32853-2041

Dale Crost

Central Telephone Company
P.O. Box 2214

wallahassee, FL 323162214

gtephen 5. Mathues
Staff Attorney

Department of General Services

office of the CGeneral Counsel
Koger Executive Center
Knight Buildling, Suite 309
2737 Centerview Drive
tallahasses, PL 32399-08580

Lee Will.s

229 Suath Calhoun Street
P.O. Box 391
Pallahassee, FL 32302

Charles J. Beck

Aszistant Public Counsel
Office ¢t Public Counsgel
¢/0 The Florida Legislature
111 West Madison Street
Room 812

Tallahagsee, FL  323°%9-1400
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ﬁ@mffr%y L. Colen, Bsquire
Assocfiate General Council
Florida Medical Association
Florida Bar No. 7039606

rogt Office Bowx 2411
Jacksonville, Florida 32203
(904) 356-1571



