Florida Department of Oftfice of General Counsel
Law Enforcement

James T. hNoore
Commissioner

July 13, 1999

Mr. Steve Tribble

Director, Division of Records and Reportinj
Florida Public Service Commission

101 East Gaines Street

Tallahassee, FL 32301

Dear Mr. Tribble:

Attached find the original and 12 copies of the

P.O. Box 1489
Tallahassee, Florida 32302
(804) 488-8323

Florida

Department of Law Enforcement's Motion To Intervene and Motion

For Hearing to be filed regarding Docket Number
Southern Bell "Caller ID" matter).

Thank you for your attention in this regard.
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BEFORE THE FLORIDA PUBLIC SERVICE COMMISSION

Docket No. 891194-11

In re: Proposed Tariff Filings By
Filed: July 13, 1920

)
SOUTHERN BELL TELEPHONE AND TELEGRAPH )
COMPANY Clarifying When A Nonpublished )
Number Can Be Disclosed And Introducing )
caller I To TouchStar Service )

MOTION TOQ INTERVENS

COMES NOW James T. Moore, Executive Director of the Florida Department of
Law Enforcement (FDLE), by and through the undersigned attorney, and pursuan®
to Chupter 120, Florida Statutes, and Chapter 25-22, Florida Administrative Cole,
requests permission to intervene in this docketed matter. s grounds in suppoe.t,

FDLE states the following:

1. FDLEL ie a law enforcement agency of the State of Florida, created under
the authority of Chapter 943, Florida Statutes.

2. A major responsibility of FDLE is to 'investigate violations of any of the
criminal laws of the state...” as stated at Section 943.04(2)2), Florida Statutes.
3. In addition, FDLE is charged in Chapter 943, Floride Statutes, with
responsibility to aid local law enforcement officers in preventing or solving

crimes gnd controlling criminal activity.

4. A major portion of FDLE's investigative efforts is directed towards the

investigation of violations of Chapter 893, Florida Statutes, which include drug

trafficking and related offenses.

5. Frequently, investigations conducted by or in conjunction with ¥DLE are

investigutions involving undercover personnel, informants, or other pevsons whose

identity and/or place of residence or business must not be revealed to those
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being investigated.




6. Investigations conducted by or in conjunction with FDLE frequently involve

the use of telephones or other telecommunication services.

7. The proposed Caller ID Service subject of this tariff will adversely affect
law énforcement activities of FDLE and its ability to meet its responsibilities to
the'citizens of the State of Florida. Also adversely affected will be tne
municipal, county, federal or other state law enforcement agencies conducting

investigations in conjunction with FDLE.
8. The interests of FDLE as may be affected by the Public Service

Commisgion's actions in this matter are real and substuntial in that Southern

Bell's proposal (if implemented as proposed or with the limited modifications

éuggested by Southern Bell) will substantially and adversely affect FDLi's
investigative and enforcement activities, including, but not limited to, FDLE's
ability to eugage in undercover work and utilize confidential sources of
information in law enforcement activities.

9. In particular, FDLE remains greatly concerned thaw its special agents and
members, and the various law enforcement officers or others working with or in
conjunction with FDLE in investigations who are called upcn to utilize FDLE
office phones, other law enforcement agency phones, residential or business
phones for investigative operations or who are called upon to utilize personal
residence or business telephones as part of investigative activities are in
particular danger of having their association with law enfurcement being
discovered by those being investigated. Such revelation could not only jeopardize
the safety of the actually involved agent, member, officer, or other person, but
also the family members or others asgociated with such individuals,

10. The proposed "limited Caller ID blocking solution" and other alternatives as

have been suggested by Southern Bell to law enforcement representatives do not

resolve FDLE's concerns.




11. Grounds for FDLE's continued concern regaruing "Caller ID" include, but

are not limited to:

(a) Any "limited Caller ID blocking" system implemented in thke Southern Bell
cailing areas inherently will tend to identify as "law enforcement” those making
an ID-blocked call to the recipient of a call "blecrad.”

b Actual verification by criminals or even the suspicion of criminals that
callers are "law enforcement” or are associated with lew enforceinent carries
with it the likelihood of a disruption of investigative efforts, and, of utmost
sighificance, the real possibility of physical injury to, or even thev death of, la
enforcement operatives. Apny compromise of an investigator's or undercover
operative's identity in a criminal jinvestigation carries with it grave rconsequences.
(c) Alternatives proposed by Southern Bell such as "operator essisted calis,”
"use of cellular phones,” or “credit card calling" are irapracticai when applied
to the day-to-day realities of investigations of criminal a:tivity.

) Information available to FDLE suggests that Southern Bell'r "solutions” to
FDLE's concerns regarding Caller ID such as the use of callular phones or
credit card calling are short-lived at best. Technological developments in the
commumcﬁtions industry will allow Caller ID to display cellular and credit card
calling number: in the not-too-distant future.

(e) The "remote calling” alternative offered by Southern Bell as a solutior to
FDLE's concerns is impractical for numerous reasons, including the difficulty of
being able io control or coordinate the use of suck alternatives by citizen
undercover operatives assigting FDLE in its investigative activities.

(£ It is the astated policy of the State of Florida Department oif General
Services, Division of Communications (statement issued Msrch 22, 1990) thet "...if
blocking of Caller ID Display is desired by any SUNCOM user, that such blocking

be availgble: on a line by line basis. Blocking should also be optional for =ach



State telephone on a per call basis or a blanket bloching of Caller ID Display
for all calls. Optional blocking should be available to employees for all State
business calls made white they are away from their office.” The only practical
method of implementing such & policy within FDLE would be to have awvailsble
universal caller {D blocking.

(3] If universal Caller ID blocking is not available, there will be a “chilling
effeci” upon receipt by FDLE (and other law enforcement agencies) of anonymous
"tips" regarding criminal activity since those making such tips wil' fear being
identified and cannot be expected to utilize pay phones each iime giving a tip is
being considered.

12. Impractical and complex solutions to FDLE's concerns regarding Caller 1D
have been suggested by Southern T'z2ll.  Given the actual impact upon dey tu day
operasiions and investigative activity that such solutions w'll have, unlese universal
call blocking is made available to the citizens of the State, and the other
options are made available to law enforcement in additior: to universal call
blocking, FDLE would oppose implementation of Caller ID as proposed.

13. While not minimizing the importance of reducing obscsne, annoying or
harasging cells, it is FDLE's position that other alternatives available to phone
customers such gs "Call Tracing” or "Call Blocking" can address similar or
identical concerns without imposing upon the law enforcement community the
complications irkerent in the Caller ID system.

14. The citizens lai’ the State of Florida have a substantial interest in
continued effective law enforcement investigative etforts (which will be
negatively impected by implementation of Caller ID as proposed). Any cuch

interest, and the respounsibilities of FDLE derived from such an interest, must be

congidered.
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15. FOLE and the citizens of Florida have a svhstantial interest in asguring to
the greatest extent possible the safety of those involved in law enforcement
activities. The Caller ID proposal presently before this Commission increases the
possibility that law enforcement operatives' safety will be jeopardized since it
increases the likelihood that law enforcement operatives will become known to
members of the criminal community. Aay such identification carries with it an
increase in the possibility that law enforcement operatives' safeiy and lives will
be jeopardized. The proprietary interests of Southern Bell in marketing Csller
1D and the general interests citizens may hold in securing the Caller IL syster
cannot outweigh the concern for the safety of those involved ir law eaforcement
efforts. Accordingly, any shift from the gtatus Quo in this regard cannot be
justified unless FDLE's and other law enforcemen’ agencies' concerns about safety
have been fully and completely resolved.
i8. The interests and concerns of FDLE cannot be adequately presented or
add.essed by others who have intervened in this matter,
17. The continuing concerns of FDLE and law enforcement generally cannot
be adequately expressedt or addressed to this Commission unless FDLE is allowed
to intervene and participate in the Commission's proceedings.

WHEREWRQORE, the Florida Department of Law Enforcement respectfully

requests to intervene in this docket.

Respectfully submitted,

James T. Moore,
Executive Directcr

Mchael R. Ramng D#0261068)
Deputy General (ounuel

Florida Dept. Of Law Enforcement
P.O. Box 1489

Tallahassee, FL 32302

(904) 488-8323

SR B e Ny I

AR G BRI
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the greetest extent possible the safety of those involved in }aw enforcoment
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possibiliry that law enforcement operatives' safety will be jeopardized since it
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increase in the possibility that law enforcement operatives' safeiy and lives will
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cannnt outweigh the concern for the safely of those involved in law enforcement
efforts. Accordingly, any shift from the gtatus quo in this regard cannot be
justified unless FLE's and other law enforcemen’ agencies' concerns abou? safety
have been fully and completely resolved.
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17, The continuing concerns of FDLE and law enforcement generally cannot
be adequately expressed or addressed to this Commission unless FDLE is atlowed
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WHERR®0ORE, the Florida Department of Law Enforcement respecifully
requeats ‘o intervene in this docket.

Respectfullyr submitted,

James T. Moore,
Executive Director
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Michael R. Ramage BID#0261068)
Deputy General (,ounsel

Florida Dept. Of Law Enforcement
P.G. Box 1489

Tallahagsee, FL 32302

(904 488-8323
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BEFORE THE FLORIDA PUBLIC SERVICE COMMISSION

Docket No. 891194-T}

In re: Proposed Tariff Filings By
Filed: July 13, 19%0

SOUTHERN BELL TELEPHONE AND TELEGRAPH
COMPANY Clarifying When A Nonpublished

)
)
)
Number Can Be Disclogsed And Introducing )
)

Caller 1D _To_TouchStar Service

I HEREBY CERTIFY that a copy of the foregoing has been furnished by U.S.

Mail or hand-delivery tc the following parties this 13th day of July, 1990.

Southern Bell Telephone and
Telegraph Company

Attn: Marshall M. Criser, I
160 South Monroe Street, #400
Tallghsesee, FIL 32301

Jack Shreve, Esquire
Office Of Public Counsel
111 West Madison Street
Room 812

Tallenassee, L 32399-1400

Winston Fierce

Depariment of General Services
Koger Executive Center

2787 Centerview Drive

Knight Building, #110
Tallshussee, FL 22399-0950

John E. Thrasher, Esq.
General Crunsel
Florida Medical
Association, inc.
P.O. Box 2411
Jacksonville, FL 32203

Pete Antonacci,

Statewide Prosecutor
Department of Legal Affairs
The Capitol, Plaza 01
Tallahussee, FL 32392-1080

A Aabaco Locksmith
Attn: David Merkatz
P.G. Box 5301

Ft. Lauderdale, FI, 33310

The Messer Law Firm
Attn: Bruce Ronard

P.O. Box 1876
Tallahassee, FL 32302-18786

Willis Booth, Exec. Director
Florida Police Chiefy Assn.
P.O Box 14038

Tallahessee, FL 32317-4038
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Michael R. Ramage

Deputy General (,ommd.

Florida Department Of Law
Enforcemeoent




