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BEFORE THE FLORIDA PUBLIC SERVICE COMMISSION

Inre: Request for Confidential Treatment ) OBCO 103-- EI
of portions of the Staff Report entitled “Customer ) Undecketed—
Data Security of Florida’s Five Investor-Owned ) Filed: December 11, 2007
Utilities” by Florida Public Utilities Company )

)

FLORIDA PUBLIC UTILITIES COMPANY'S
REQUEST FOR CONFIDENTIAL TREATMENT

COMES NOW, Florida Public Utilities Company (“FPUC” or “Company"), through its
undersigned and files this Request for Confidential Treatment of portions of the Staff Report entitled
“Customer Data Security of Florida’s Five Investor-Owned Utilities.” As basis, the Company states:

1. The Commission Staff recently completed a review of the policies, practices and
controls regarding security of sensitive customer information for each of the electric IOUs, including
FPUC. During the review, the Staff received and reviewed documents and data from the Company
and conducted interviews with several FPUC employees. They compiled the material and developed
a report for presentation to the Commission.

2. By letter dated November 16, 2007, Staff forwarded to the Company a copy of the
draft report entitled “Customer Data Security of Florida’s Five Investor-Owned Utilities.” The draft
was provided in order to allow the Company to review it for factual accuracy and confidential
material.

3. The purpose of the report was to review security measures relative to protection of

sensitive customer information and present conclusions on these measures. In responding to requests
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from Staff, the Company provided copies of policies and procedures applicable to Company
employees relative to protection of customer information as well as information as to how theses
policies are applied.

4. In their draft report, Staff discusses the policies and procedures and data responses
provided by the Company but they also include an analysis and conclusions of the strengths and
weaknesses of these measures. While this information may be helpful to the Commission,
discussion and disclosure of this type of information could assist unauthorized access to sensitive
information and cause harm to both the Company and its customers. Accordingly, FPUC is
requesting confidential treatment of portions of the draft report and workpapers.

5. Section 366.093, Florida Statutes, permits electric utilities to request certain records
and material be kept confidential and exempt from Section 119.07(1). Among the information which
is included as proprietary and confidential are security measures, systems or procedures.
(366.093(3)(c)). The draft report contains discussions of this type of information and specific
discussions on strengths and weaknesses of these systems and procedures. FPUC would request that
the portions of the draft report identified on Attachment “A” hereto be determined to constitute
proprietary confidential business information regarding security measures, systems or procedures
encompassed within Section 366.093(3)(c) and exempt from Section 119.07(1). FPUC would not

release or publish such information in a public manner nor has it released such information in the

past.
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6. References to pages are to the document which accompanied the November 16, 2007,
letter.

7. Exhibit “A” hereto in a sealed envelope is a copy of the draft report and workpapers
with the information which FPUC asserts is confidential highlighted. Exhibit “B” hereto is a copy of
the draft report and workpapers that have been redacted.

7. The Company makes this request with reference to the material in the draft report but

would include this request as to the final report as well.

Respectfully submitted,

MESSER, CAPARELLO & SELF, P. A.
Post Office Box 15579

Tallahassee, FL 32317

(850) 222-0720

g Ml

NORMAN H. HORTON, JR., ESQ. {_\_

Attorneys for Florida Public Utilities Company



ATTACHMENT “A”

Identification

Page 7, Exhibit 1, “Customer Data Security Issue
Summary” all items in column headed “FPU”

Page 8, paragraph 1.42, handwritten numbered
lines 1-6

Page 32, handwritten numbered lines 1-12

Page 33, handwritten numbered lines 1-27

Page 33, handwritten numbered lines 1-10

Page 34, handwritten numbered lines 1-19

Page 35, handwritten numbered lines 1-13 and 22-35
Page 36, handwritten numbered lines 1-9

Page 38, handwritten numbered lines 1-9

Pages 39-40, all lines in Section 4.6

Page 74, Column for FPUC

Staff workpapers “Interview Summaries” tab paragraph (3)
conclusions, entire section

Reason

366.093(3)(c)

366.093(3)(c)
366.093(3)(c)
366.093(3)(c)
366.093(3)(c)

366.093(3)(c)

366.093(3)(c)

366.093(3)(c)
366.093(3)(c)
366.093(3)(c)

366.093(3)(c)

366.093(3)(c)
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NANCY ARGENZIANG (850)413-6600
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JHublic Berpire Qommission

November 16, 2007

Ms. Julie Petty

Director, Custorner Relations

Florida Public Utilities Company

401 South Dixie Highway

West Palm Beach, Florida 33402-3395

Dear Ms. Petty:

Enclosed is a draft copy of our report entitled Customer Data Secarity of Florida’s Five
Investor-Owned Utilities.  This draft includes the Executive Summary, Background &
Perspective, the Florida Public Utilities Company chapter, and three appendices. The review
examined the data security practices for each of Florida’s five-investor owned utilities. It is our
hope that each company finds this assessment beneficial.

This draft is provided for review of factual accuracy and identification of any material on
which you intend to file a request for confidential classification. You have the right to file a request in
accordance with Rule 25-22.006(3), F.A.C. The request must be filed with the Division of the
Commission Clerk and Administrative Services no later than 21 days from the date of receipt, or wc
retain the right to publish without regard to confidentiality. During the next 21 days, staff will be
available to discuss the factual accuracy of the report and to provide access to work papers for review
of prospective confidential information. Also during this period, staff will accept any written
comments the company may want 1o include in the final report.

We would like to publish the report as soon as possible after the 21 day period for filing
expires on December 11, 2006. Thank you for your cooperation and assistance, and that
extended by Florida Public Utilities Company employees who participated in this review. If you
have any questions, please contact David Rich at (850) 413-6830.

Smccrcl),

/’""*——j ( 2 \ <( . P,

VVVVV _AlisaS. Harvev ° (’““" o
" Bureau Chief el

cc: Beth Salak, Director, Division of Competitive Markets and Enforcement
Dale Matthot, Assistant Director, Division of Competitive Markets anc Enforcement

TAPITAL Cci E OFFICE CENTER ¢ 2540 SHUMARD QAR BOULEVARY © ‘T ALLAHASSED, 1, 32300-0454
An Aflirmatve Acton/ Faual Oppnorumine Einnlover

P Weebanter it viwne leridapsaeon EXHIBIT “B” internut Tammiiss contaclurnyestal ot



NOVEMBER 2007

REVIEW OF |

Customer Data
Security
Florida’s Five
Investor-Owned
Electric Utilities

By Authority of

The State of Florida

Public Service Commission

Division of Competitive Markets and Enforcement
Bureau of Perforrmance Analysis



Review of
Customer Data Security
of
Florida’s Five Investor-Owned Electric Utilities

William “Tripp™ Coston
Project Manager,
Operations Review Specialist

David F. Rich
‘Operations Review Specialist

November 2007

By Authority of
The State of Florida for
The Public Service Commission
Division of Competitive Markets and Enforcement
Burcau of Performance Analysis

PA-07-05-005



TABLE OF CONTENTS

Chapter Page

1.0 EXECUTIVE SUMMARY

1.1 Objectives ......... SO OO PSS OU SO O UU SO TRUROUI. |
L 00Dl ettt e e na et eas e a st es s sens vt b se b siea s rr e s
L3 MEtHOGOIOZY ceereereiiiiier e errt ettt st cn e st s st b s s son crsaenene o 5
1.4 Overall OPImIOn ..o ccrere et tesie st ess e s e s e see s e s essenanesasmsaresressebesse e e 6
2.0  BACKGROUND AND PERSPECTIVE
2.1  Federdl Trade Commission ROE ..ottt 11
2.2 Data Seeurity Breaches ..o oo ranss s s s esess e s esssssmenes s, 12
2.3 Federal and State AUthoTitY o veveeccrcriene e, et n s aterie s e e 14
2.4  Florida Public Service Commuission Responsibility ....ccoovviiiveeviiivveieiee 15
3.0 FLORIDA POWER & LIGHT
3.1 Management OVErsight . ...t ete et s 17
3.2 Information Technology Controls. ..o et 20
3.3 User Awareness and TIaININEZ .ot ssr s e s saae e s re s 23
3.4 Qutsourcing COMIOLS ..covvirecre ettt ae s s s snssnnrnsas e o D)
3.5  Auditing Controls....cccoccomnveennne. e eea e SR et s bre T b N mea SR e R R AR E e s et arrabseH e netiN shatebenes 26
3.6 Conclusions......c......... revmmeeesesraaraenensrnaas et e e bt et a Rt et 28
4.0  FLORIDA PUBLIC UTILITIES COMPANY
4.1  Management Oversight......ccomioii e smesesesnnenerssssssssessiensissnssensess 3 |
4.2  Information Technology Controls....orriviiiveiiiieeticce e ce s 34
4.3 User Awareness and TTAINMZ ..o sesseriessresssnssesssessoreneeevnresnes e 30
44  Quisourcing Controls......ccoeeen..e. et eeh e he b b st rne e oAt e e e eae et s e et ern e s ereese e 38
4.5  Auditing COnMTOIS.....c.oiiarrinaremseesrreee s rersrsssesaeesa e berateeseenbsseessnssmsasscromss e ens 38
4.6 CONCIUSIONS. ..ceiirriirencrieeec et e tessesaese st aeresenaressnsenesresbeneesecessorsannesenie e 3O
5.0 GULF POWER COMPANY
5.1  Management OVErsiZht... ..o eceeiereresiesssserssesees s rasesseersensssrsieee 4]
5.2  Information Technology Comtrols.. e e 44
5.3 User Awareness and Traiming ..ot ctessn s s e 40
5.4 Outsourcing CONIOLS ... ettt e 47
5.5 Auditing ComIolS. .ottt ettt e ee e e a e, 48
5.6 CONCIUSIONS . .ocviiitiiriiicii ittt et et an s ettt eae b e ein s 49
6.0  PROGRESS ENERGY FLORIDA
6.1  Management OVersiZhl. et 93
6.2 Information Technology Comtrols.....miciiiiiiriiiieceiceee e 3D
6.3 User Awareness and Tralnilg ..o e ) O 8
6.4 Dusourcing ControlS oottt Y
6.5 ARAHING CONTIOIS oottt e D Y
G.6  CORCIUSIONS ..ot e ettt e, 61




7.0 TAMPA ELECTRIC COMPANY

7.1 Management OVersighl. i s 63
7.2 Information Technology Controls.. ..o s 65
7.3 User Awareness and Training.....c.coevveeeencee. FRTUUTRPURTRUUOON SOOI 67
74 QuSOUrcing COomrols v e e 68
7.5 Auditing ControlS. .ot e arre st r e i 69
7.6 CONCIISIOMS .. e iceenisaieteenesiiee oo vissaas i st s s beabe e st st en s essrraesrm s en s assbnr e s 70

8.0 COMPANY COMMENTS

8.1  Florida Power & LiBhl ..o ittt e
8.2  Florida Public Utilities COMPANY .o..ovevee e emiievemcesee e e srasesess cosssssssss e s e
8.3 GUI POWET COMPHAIY -eerreciereeemrieninemeeestessaeses et irne e saserensos eomsamssessessesen it ree
8.4  Progress Encrgy FIOTIAA. ..ottt st
8.5  Tampa Electric COMPANY ..c.o.vveiiiieeiiiiir i astrsars e
9.0  APPENDICES
A Global Technology Audit GUIAC. ...c.c.ceveiiiiceeiticrrsrene et cre s
B Customer Data Security Information .............c... et — st tn et e sttt a e st st
C Treatment of Sensitive Customer Data ..o




1.0 Executive Summary

This review of Florida’s investor-owned electric utilities was conducted on behalf of the
Florida Public Service Commission (the Commission) by the Bureau of Performance Analysis.
The objective of the review was to learn more about ‘each company’s policies, practices, and
controls regarding the security of sensitive customer information.

The primary objectives of this review were:

&

&

To become familiar with, document, and evaluate each investor-owned utility’s
policies, practices, and procedures for safeguarding sensitive customer data,

To determine whether sufficient physical and virtual intermnal controls exist in
each utility to protect customer sensitive data and the network, and

To ensure that each company is in compliance with applicable state, federal, and
industry guidelines regarding protection of sensitive customer data.

12 ‘Scope

The review focused on cxamining each company’s procedures, processes, network
systems, and operational controls for safeguarding sensitive customer data. Staff reviewed
information technology (IT) security and customer account security in each company. I[nternal
and external audits associated with IT and data security, from 2005 to the present, were also

reviewed,

Specifically, staff focused its review on the following functional areas;

*290Q

Management Oversight,
Information Technology Controls,
User Awareness,

Outsourcing Controls, and
Audits of Data Security.

The five investor-owned utilities were each reviewed separately. During the review, staff
gathered information from each company through document requests. Afier careful smdy of the
responses from the document requests, staff conducted on-site interviews with each company.
Key company empioyees in the functional arcas were interviewed. The review was conducted
between June and October 2007,

= Exucunvo Sumngr



Each company's policies, practices, and procedures were compared to applicable state
and federal statutes relevant to the protection of sensitive customer data. Staff made comparisons
to relevant standards such as those shown in APPENDIX A. Staff also reviewed the current
physical and virtual security systems used by cach company, those now being implemented, and
concepts in stages of either planning or development.

To assess and compare companies’ overall security posture, staff used the information
gathered from the document reviews, on-site interviews, and facility visits to assess each
company’s overall security status.

14  Overall Opinion

All of the companies are in compliance with applicable state and federal statutes and
industry guidelines for security of sensitive customer information.

Each company recognizes the integral role management has in establishing an overall
carporate climate conducive to safeguarding customer information. Management in each
investor-owned utility has tailored company goals and objectives, policies, programs, and
procedures to respond to their particular information security environment and perceived risk.

No company reported, or is aware of, any breaches to sensitive customer information in
the previous two years, the period covered by this review. However, each company is variously
impacted by the accelerated pace of evolving technology and continued vigilance is required.

EXHIBIT 1 presents 2 summary of the Data Security issnes observed during staff’s
review. Where staff found each category of controls to be appropriate and adequate, this is
indicated in the chart by a solid circic (®) symbol. Where a deficiency was noted, this is
indicated in the chart by an open circle (O) symbol. The Control Elements within Management
Oversight, IT Controls, User Awarencss, Outsourcing Controls, and Auditing Controls are
individually discussed in more detail in chapters three through seven.

boxecunive Sumimary {



Customer Data Security Issue Summary

L

€ No Issue O Issue

Source: Company Dara reguests | and 2

EXHIBIT 1
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Staff's findings for each company are summarized below. Additional discussion of
staff’s conclusions for each company 1s contained in chapters three through seven. A profile of
company data security information is provided in APPENDIX B. A company-by-company
recap of the treatment of sensitive customer data is provided in APPENDIX C.

1.4.1 Florida Power & Light (FP&L)

1.4.2 Florida Public Utilities Company (FPU)

With significantly fewer customers, employees, and other assets at its disposal, FPU’s
depth and breadth of measures to safeguard sensitive customer information are not as robust as
those of other Florida investor-owned utilities. However, staff believes that FPU has generally
adequate safeguards in place to protect this information and that company management has
assessed risk, allocating assets as required to meet threats. The company is in compliance with
state, federal, and industry guidelines relevant to protecting sensitive customer information.

\
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1.4.3 Guli Power Company (Gulf Power)
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1.4.4 Progress Energy Florida (PEF)

1.4.5 Tampa Electric Company (TEC)
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2.0 Background and Perspective

The social sccurity number is onc of the most valuable bits of information nceded to
conimit identity fraud. The social security number has evolved from a tracking number used by
the government’s retirement system to a personal identification number used by such entities as
the Intemal Revenue Service and Credit Reporting Agencies. This evolution of the social
sccurity number has created a greater need to protect and secure its use and exposure. While the
social security number is the most critical component for identity thefl, other information such as
date of birth. driver's license number, address, phone number, and credit card account numbers
can also be useful m facilitating identity theft.

Each individual bears the responsibility to be judicious in sccuring his personal
information. Many times, identity theft cccurs when a victim loses his information or carelessly
exposes the information to opportunistic thieves. However, therc are times when consumers
must entrust personal information 1o 2 business or agency. Therefore, there is an expectation that
reputable companies, such as utilitics and financial institutions, will eamcstly protect this
sensitive information.

rade Commissien Role -

2.1 Federal’

In 1998, the Federal government enacted the Identity Theft and Assumption Deterrence
Act which made it a violation of federal law to intentionally misuse someonce’s identifying
information or existing accounts, or to establish an account in his name.! The act charged the
Federal Trade Commission (FTC) as the federal governmental agency that werks to protect
consumers from identity theft.  Citizens who are victims of identity theft can report the crime to
the FIC, and the FTC is charged with collecting complaints from vicims and sharing the
Information with necessary federal, state, and local law enforcement.

In 2003, the FTC sponsored a survey on the topic of identity thefi. The results support
the concems of many Floridians: identily theft is a real threat; protecting one’s personal
information 1s critical. In general terms, identity theft is the use of somcone’s personal
information with the intent to commit fraud. ldentity theft can include the establishment of o
new account without authorization, the misusc of an existing account, and the establishment or
misuse of government documents and bencefits.

The 2003 FTC Identity Theft Survey Report indicated that during the previous 12 months,
4.6 percent of the population experienced some type of identity theft. In the previous five years,
12.7 percent (approximately 27 million citizens) reported being victims of some type of identity
thefi. The report shows that identity thefl impacted 9.91 million citizens in the previous 12
months at a cost of $52.6 billion, The report also states that, on average, it takes a victim 30
hours of work to resolve the impacts of identity theft; with up to 60 hours expended in situations

where a new account is fraudulently established.”

"Public Law 103-318. 112 $1a1.3007 (October 30.1998)
F2003 FTC idensine Thott Survey Report
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The FTC tracks complaints annually by type and location. In 2006, Florida ranked {ifth
in the nation (cases per 100,000), with 17,780 reported victims. The Miami-Fort Lauderdale
Metropolitan Statistical Area had the largest number of Florida complainants in 2006, at 7,557,
The total number of reported victims within the state has increased each year, with 12,816 in
2002; 14.119 in 2003 16,062 in 2004; and 17,048 in 2005.° These numbers only represent the
number of victims who notified the FTC of the crime, rather than the actual total number of
victims during the period. The 2003 FTC study notes that only 25 percent of the participants
reported the crime (o local police, and only 22 percent notified a credit agency.”

The FTC categorizes complaints based on how the victims’ information was misused,
including phone or utility fraud. Of note, the 20006 Florida data indicates that approximately 4.7
percent of complainants reported unauthorized establishment of new (non-telecommunications)
utility accounts. This has increased from a fow of 3.3 percent in 2003.°

2.2 ‘Data Security Breaches

One of the most publicized breaches occurred in 2005, when consumer data broker,
ChoicePoint, Inc., admitted that it had compromised 163,000 consumers in its database. The
company sold personal information, such as names, social security numbers, birth dates,
employment information, and credit histories to an international group posing as legitimate
American businessmen. The individuals lied about their credentials and used commercial
domestic mail drops as their business address. ChoicePoint not only ignored red flags, but used

unsecured fux machines for correspondences. ’

Also in 20035, Bank of America admitted 1o losing a back-up file that held 1.2 million
customers’ personal information. In the samc year, Bank of Amcrica, Wachovia, Conunerce
Bancorp, and PNC Financial Services Group detected illegal sales of account information by
bank emplovees. Over 676,000 customers were affected by the intemal breach in what was
labeled at the time as potentially the “biggest security breach to hit the banking industry.™

2.2.1 Recent Florida Breaches

Companies opcrating within Florida are not immune to unintentional exposure or
intentional breaches of customer information. The following list highlights several recent events
in which customer information was exposed through unauthorized events.”

# In March 2005, Customer records of a Florida-based subsidiary of the lexisNexis
Group were compromised when hackers used malicious programs to collect valid

* Figure 7¢ - 2006 national complaimt data

¢ 2002 - 2005 national complaint data

* 2003 FTC Idenuty Theft Survey Report

©2003-2006 Figure 2, Complaint daw-Flonda

 ChoicePoint Scitles Data Scewrity Breach Charges, w Pay $10 Miltion in Civil Penalties, $35 Million for Conswner
Redress. Japuary 26, 2006, Retricved July 11, 2007, www. fic.gov/opa/2006/0 1 ‘choicepoint.shim

¥ Bank Seciainy breach mav be biggest yer. May 23, 2005, Retrieved July 2007 www Moncy.cun.cor:)

* Compiled from Privacy Rights Clearinghouse Chronology of Data Breaches. Updated through Aug. 7, 2007,
Remieved Angust Y, 2007 www.privacyrights.org/ar’ ChronDataBreaches. htm

o
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customer ID passwords and to access the company’s database. The hackers
eventually gained access to 310.000 customer records.

# In February 20006, a contractor for Blue Cross and Blue Shield of Florida sent the
names and social security numbers of current and former emplovees 1o s home
computer, in violation of company policy. The former computer consultant was
ordered to reimburse BCBS $580,000 for expenses related to the incident.

4 In May 2000, hackers accessed the Vystar Credit Union in Jacksonville, FL. They
collected the personal information of approximately 34,000 of its members, including
names, social security numbers. dates of birth, and mother’s maiden names.

% In April 2007, ChildNet, an organization that manages Broward County’s child
welfare system, had a laplop stolen by a former emplovec. The laptop contained
social securily numbers, financial and credit data, and driver’s license information on
approximately 12,000 adoptive and foster-parents.

# In June 2007, Jacksonville Federal Credit Union realized that social secunity numbers
and account numbers of 7,766 of its members were accidentally posted, unencrypted,
onto the Interet. The search engine Google indexed these records within its scarch
criteria, exposing them throughout the World Wide Web.

% In July 2007, Fidelity National Information Services, of St. Petersburg, reported that
2,300,000 customer records were stolen by a worker from onc of the company’s
subsidiaries. The information stolen included credit card and bank account numbers.
and other personal information.

2.2.2 Petential of Exposure

The Povacy Rights Cleaninghousc, a non-profit consumer information and advocacy
organization, annually compiles a listing of all data breaches.'® In review of the cases reported
between 2005 1o present, the majority of breaches can be categorized into four basic groups:
technology, online exposure, insiders. and improper storage or disposal of customer records.

Technology exposure can include the unauthorized access into a company computer or
server, especially those that store unencrypted, sensitive information.  Also, this could include
the unintentional downjoading of malicious software to a company cemputer that is not sceured
with antivirus software,

Online exposure can inciude personal information that is madvertently loaded onto the
internet.  Scarch cngines, such a5 Google. can pick-up names through company Web sites and
cxpose the information through the World Wide Web. Also, e-mails thal include personal
information may be sent to the incorrect addressee.  Unencrypted c-mails may also be
intercepted by hackers or malicious software.

) . ; " ,
wwwprivacyrights.org/ur/ChronDataBieaches bim
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Insiders can be either dishonest employees whose intent is to commit frand, or a well-
intentioned cmployee who may commit an error in judgment. A dishonest employee can work
for any corporation or agency. Emplovees with access to personal information may usc extreme
means to collect and steal personal information. Devices such as iPods, personal USB storage
devices, and cell phones allow employees to collect and store data. This could include well-
intemioned employees who take personal wnformation off-site for wark-related needs, but have
the information stolen or lost while away from the office.

Improper storage or disposal can be an casy target for thieves looking for easy access to
someone's personal information.  This can include not only paper files that are left exposed, un-
shredded. stolen, or improperly disposed, but also clectronic files that are not maintained
accordingly. Also, mailings that include exposed sensitive information could lead to a breach of
information.  Finally, disposal of discontinued office equipment could lead to a breach if
clectronic hard drives and memory devices are not properly “cleaned” prior to discarding the
device.

Scveral State and Federal statutes and initiatives govern data security und identily theft.
These apply cither direetly or indirectly to Florida’s electric utilities and should be considered in

devcloping security practices and procedurcs.

2.3.1 Fair and Accurate Credit Transaction Act 2003

This amendment to the Fair Credit Reporting Act 15 designed to help elevate attention
given to preventing identity thefl. Two components of the law require companies to mask credit
and debit card information on printed receipts, and to properly dispose of customer records. All
credit card machines must be programmed to print only the last five-digits of the card
information on a receipt, and may not include the expiration date.

The disposal requirermnents instruct businesses to properly dispose of documents
containing customer information. Proper disposal includes burning or shredding of paper reports
and erasing electronic storage devices, Tt can also include contracting the service oul o a
qualified disposal company.

2.3.2 Fair Debt Collections Privacy Act

This act Timits the information that a creditor, or its agent, can provide to a third-party. It
prevents a creditor, or its agent, from disclosing to a third-party that an individual is in debt.
This law would prevent a utility from disclosing any past-due or charge-off information to any
other than the customer of record or authorized user.

2.3.3 Florida Statute §17.568 and 817.5681

Florida Statute 817.568 makes 1t a state crime to fraudulently use another person’s
idenlifving information without first obtaining that person’s consent.

Backeround and Perspactive g



2.3.4 Presidential Task Force of Identification Theft

In May 2006, President George W. Bush issued an Executive Order establishing the
President’s Task Force on Identity Theft. This task force, headed by the Attorney General and
the Chairman of the Federal Trade Commission, was charged to “crafl a strategic plan aiming to
make the federal government’s efforts more effective and cfficient in the areas of identity thefl
awareness. prevention, detection, and prosecution,™' The task force’s April 2007 strategic plan
recognizes that “No single federal law regulates comprehensively the private sector or
govemnmental use, display, or disclosure of social security numbers; instead, there are a variety
of laws governing social sccurity number use in certain sectors or in specific situations.”"* The
task force has recommended the development of a comprehensive record on private sector use of
social security numbers, including evaluating their necessity.  The Task Force will make its
recommendations by the first quarter of 2008. Until future recommendations are made, there are
current federal and state laws in place that recognize and enforee the importance of safeguarding

customer sensitive information.

2.4 Florida Public Service Commission Responsibility =~

Chapter 350.117 allows the Commission to conduct management and operation audits for
any regulated company to ensure adequate operating controls exist. This report addresses
whether cach of the five companies audited for customer data security have proper controls in
place. The audit particularly focused on management controls, information technology controls.
user awareness, outsourcing controls, and auditing. Each of the following company chapters
addresses these controls in a question and answer [ormat,

" president’s Task Foree Strategic Plan p. viii
¥ President’s Task Force Strategic Plan p. 24
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‘% 4.0 Florida Public Utilities

The @divisions of Florida Public Utilities Company (FPU) have 346 full-time and 6
part-time emPloyees, and serves approximately 28,000 electric customers in Florida. The
Northwest Division, headquartered in Maranna, provides service to customers in the western
panhandle. The Northeast Division serves Amelia [siand and is located in Fernandina Beach.

1 Managemen( Oversight

Does Florida Public Utilities management have a clear understanding that
information security is a management responsibility?

FPU management acknowledges that information security is a management
responsibility. According to FPU, company management sets the corporate climate for
information security by creating procedures and determining information security priorities.

FPU management states that it recognizes that information security is only possible, and
produces the best results, in a cooperative partnership with company employees. Further, the
company states its objective relevant to information security is to create and sustain a workforce
aware of the obligation to cffectively manage and protect sensitive customer information. FPU
managers stated that the company seeks to accomplish this objective through a comprehensive
cmployee training program, management supervision of the workplace, employee mentoring,
retraining (when necessary), and annually requiring all employees to acknowledge and sign the
“Security of Customer Data” policy statement,

According to the company, managers and supervisors also routinely monitor software
applications, programs, workstations and employee access to sensitive information to detcrmine
inherent operational risk. Changes in employment status, or an employee’s business need to
access sensitive customer data, are reported by managers to IT. Then, the employee’s network
access rights are revised to reflect the change, minimizing risk.

What type of personal information does Florida Public Utilities collect from
customers?

The Customer Information System (CIS), a cusiomer service and billing system, is uscd
to initiate new accounts, update record information, and to store individual customer data. When
initialing a new residential account, customer service representatives (CSRs) collect personal
infonmation from the account holder including the full name, social security account number,
driver’s license number, address, and phone number.

FPU service representatives also collect banking information if the customer wishes to
establish automatic electronic payments. During imtiation, customers also have the opportunily
to provide names of others authorized to discuss the account, such as ¢ spousc or other relative.

3
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Has Florida Public Utilities management assessed the appropriateness of the
information collected from customers?

FPU routincly collects both a social sccurity number and driver’s license number from a
majority of its customers. According to the company, a social security number is required in
order to run a credit worthiness check. Thereafler, the social security number is maintained for
identification purposes and possible future collection actions.

The company reported that new customers are increasingly wary of identity thefl and
often do not wish to provide a social security number. In such cases, the driver’s license number
can be used as an alternative method of identification and to assist in possible future collections
action. The driver’s license information is maintained for the life of the account, all but the last
four digits are masked, and FPU management does not perceive any undue risk in collecting or
keeping this information.

Staff believes that requiring a driver’s license number for identification purposes in the
absence of a social security number may be appropriate. But, in the event that a social security
number is obtained for identification and credit check, the additional need for collecting and
maintaining driver’s license information is not apparent. Staff believes that collecting any
personal information beyond that which is absolutely needed poses unnecessary risk.

Does Florida Public Utilities adequately limit the use and disclosure of
customers’ personal information?

FPU has operational practices for customer service personnel to follow that address the
use, disclosure, and retention of scnsitive customer data.  FPU has 32 customer service
represcntatives, 4 customer service supervisors, and 5 customer service managers to initiate new
accounts and respond to other customer inquirics. Corporate headquarters is in West Palm
Beach, but all payment processing is done in the Marianna office. The Director of Customer
Relations supervises the billing of customers in both divisions.

Customer service representatives at computer workstations temporarily sec a customer’s
social security number while typing il into the appropriate field on the CIS new account page.
The number is automatically masked, except for the last four digits, immediately upon entering it
into the system. Customer banking information is treated similarly by new account programs.
Driver’s license numbers are also masked, except for the last four digits, immediately upon entry
into the system.  Customer scrvice representatives in cither division branch office can access
every customer’s data stored in (IS, but sensitive information (e.g. social security number,
driver's licensc number, and banking information) remains masked.

Once stored, customer information is housed in the company customer service database,
It 1s available only to those employees who have a legitimate business need. A total of fificen
FPU employees have access to the full, unmasked customer social security number, driver’s
license number, or banking information. These include nine cmployees in 1T, plus the Customer

53
[ B8]

Florica Public Uriluies



ITas Florida Public Utilities management assessed the appropriateness of the
information collected from customers?

FPU routinely coliects both a social sceurity number and driver’s license number from a
majority of its customers. According to the company, a social security number 1s required in
order to run a credit worthiness check. Thereafter, the social security number is mainlained for
identification purposes and possible future collection actions.

The company reported that new customers are increasingly wary of identity thefi and
often do not wish to provide a social security number. In such cases, the driver’s license number
can be used as an alternative method of identification and to assist in possible future collections
action, The driver’s license information is maintained for the life of the account, all but the last
four digits arc masked, and FPU management does not perceive any undue risk in collecting or
keeping this information.

Staff believes that requiring a driver’s license number for identificalion purposes in the
absence of a social sceurity number may be appropriate. But, in the event that a social sccurity
number is obtained for identification and credit check, the additional need for collecting and
maintaining driver’s license mformation is not appareni. Staff believes that collecting any
personal information beyond that which is absolutely needed poses unnccessary risk.

Does Florida Pablic Utilities adequately limit the use and disclosure of
customers’ personal information?

FPU has operational practices for customer service personnel to follow that address the
use. disclosure, and retention of scnsitive customer data. FPU has 32 customer service
representatives, 4 customer service supervisors, and 5 custonier service managers 1o initiate new
accounts and respond to other customer inquiries. Corporate headquarters is in West Palm
Beach, but all payment processing is done in the Marianna office. The Director of Customer
Relations supervises the billing of customers in both divisions.
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Do any employces have access to customers’ personal information at off-site

facilities?

FPU managers stated that thc company recognizes th
{7 associated with any employees remotely accessing the network.
i3

What controls bave Florida Public Utilities put in place for remote access of
custemer personal information?

Under normal operating conditions, remote access is limited to Division General
Managers and Operations Managers. FPU does not allow customer service representatives (o
remolely access the network and has no work-from-home program.

[
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Has Florida Public Utilities established an appropriate data security
management function?

FPU’s Director of Information Technology directly reports to the President & CEO. The
IT Director has nine employees working in the information technology division.

According to FPU management, information management and security are the
responsibility of all FPU personnel, FPU’s Information Management (IM) section is specifically
designated with the responsibility to assess the risks and potential vulnerabilities to the overall
network and individual workstations. IM managers coordinate with, and provide technical
advice to, company operational management in order to determine FPU policy, practices, and
procedures relative o the handling, retention, and protection of sensitive customer data.

IM personnel also have the responsibility to monitor employce access to the network, its
functions, and stored information. System usage is monitored, and the IM section processes all
changes to employee network access. A change in employment status, such as retirement,
termination, promotion, or transfer prompts an immediate review of access and any appropriate
changes to authorization.

Has Florida Public Utilities established appropriate information security
policies, procedures, and guidelines?

. FI’U‘ ‘information teclmology gxnplpyecs geck’f:to establish qppz‘opriatc information
sccurity policies, procedures, and guidelines in a vartety of ways. These include:
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Does Florida Public Utilities limit physical access to customer information
data resources through access authorization procedures, monitoring devices,
and alarm systems?

According to FPU management, information security is not possible without parallel
security of the Information Management (IM) parent site located in West Palm Beach. Access to
this facility is controlled by a magnetic lock. IM employecs arc issucd a corresponding magnetic
key fob which is coded 10 allow access. Besides IM personnel, only the company president is
authorized unescorted access to this facility.
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Does Florida Public Utilities restrict access to customer information related
software functions, data, and programs?

The company network has many levels of resident sccurity. All users must have a valid
user name and password. Access is authorized based on a business need-to-know and contingent
on approval by both supervisors and information management. Access to different parts of the
network is derived from a menu at each workstation, tailored to individual users. Lack of the
appropriate level of access authority will result in denied access. Differemt programmers have
either very wide or universal network access, but are subject to continual monitoring.

Does Florida Public Utilities monitor software security activity and produce
appropriate management reports?

FPU information management has the ability to monitor employee access to the network
and sensitive information in rcal time. This oversight provides IM the capability of determining
who is accessing specific areas of the network, when such access occurred, the duration of the
access, and whether unauthorized uscrs attempted access.

The information management system automatically monitors and captures software and
access activity around the clock. The results arc available for regular review by IM personnel.
Network information is then routinely made available to management in the form of two reports,
the Access Report and the Use Report. These are also available on very short notice through a
request to IM. The Access Reporr pinpoints who within FPU has current access authority for all
network functionalities, while the Use Report documents employec usage on the network, sites
visited, and e-mails.

Does Florida Public Utilities have adequate privacy and data security policies
and procedures?

Aunnually, FPU policy requires all employees to read and acknowledge by signature the
Florida Public Utilities Code of Ethics, dated February 2005 and the Employee Conduct and
Work Kutes. However, the Florida Public Utilities Code of Erhics onty briefly addresses the
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handling of sensitive customer information and does not site specific laws or regulations. Due to
the relatively small size of FPU, all signed copies for 2007 from Marianna Division employecs
were verified. The Employee Conduct and Work Rules policy defines unauthorized disclosure of
confidential information as sufficient for disciplinary action. The Computer, E-mail, Voire Mail,
and Interner Use policy outlines proper use of these functionalitics, but does not address
customer sensitive data specifically.

Though thesc policies do not specifically focus on the protection of sensitive customer
information, FPU management states that it believes each policy helps create an employee
mindset that is conducive to safeguarding customer sensitive data, and transferable o the
application of such safcguards.

Security of Customer Daia is a specific data security policy and procedure requiring full
understanding and acceptance by all employees. New employees must read and acknowledge
the policy by signature upon completion of initial training and annually thercafter.

Are Florida Public Utilities employees properly trained on privacy and data
security policies?

According to the company, an cxpectation of ethical behavior regarding the handling of
sensitive customer information is incorporated into the FPU training program. FPU provides
formal initial training for all new employecs using a combination of written policies, established
practices, and standardized procedures pertaining to the security of sensitive customer
information. As a part of this training, each employee is required to read and sign the Security of
Cusiomer Data policy and procedure notice.

Trainers from the West Palm Beach headquarters visit the divisions up to four times
annually, conducting refresher training for all employees. According to FPU, there are always
customer service and data security components to this training. On-the-job training is used to
augment the initial training of new customer service representatives. A new customer service
representative first shadows a more senior employee and, later, the roles are reversed. When the
new employce demonstrates a thorough knowledge of correct customer procedures and data
safeguards, he or she is allowed to work without direct, constant supervision. Every supervisor
and manager attended supervisory training in May of 2007. The training was conducted by the
corporate attorney and included instruction on company policies pertaining to privacy, data
security, and ethics.

Does Florida Public Utilities have policies and procedures in place which
address penalties for violations of Privacy or Data Security policies?

Florida Public Utilities’ Progressive Disciplinarv Procedure policy establishes a formal
five-step disciplinary process which escalates in severity from a first (verbal waming) to fifth
step (termination). At the lower end of the severity scale, FPU commonly combines mentoring
and retraining verbal or written warnings to redress conduct violations. Depending on the nature
and scverity of the misconduet, the process can be accelerated.
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Does Florida Public Utilities provide third parties with access to customer
personal and / or banking information?

Florida Public Utilities does not outsource customer services. The CIS billing vendor
with which FPU has a service/support agrecment has access to customer records in CIS in order
to diagnose and corrcct billing-related errors. The only other outside vendor with access to
customer information is the company auditors.

What controis has Florida Public Utilities put in place to prevent disclosure of
customers’ personal information by third parties?

FPU uses confidentiality clauses whenever contracting for third party audit or repair
service and support. These clauses require the third party to adhere to FPU protocols, policies,
and procedures regarding sensitive customer information. Company management believes the
current confidentiality agrecments, in contracts between FPU and outside firms, adequately
safeguards customer information.

-

FPU states that it further limits the risk of personal information disclosure by choosing
not to use satellile company payment locations or authorized third party payment stations.

Does Florida Public Utilities possess, or have access to, competent auditing
resources to ¢valuate information securitv and associated risks?

FPU does not employ full time staff auditors. The auditing firm of Binder, Dijker, Otte
& Company (BDO) is the external auditor for FPU. BDO, an international accounting firm, was
founded in Europe 1 1963. US offices were established in 1988, BD()’s auditing cxpertise is in
finance and accounting. BDO conducted 2 financial audit annually for FPU during the two year
period covered by this review. Binder, Dijker, Otte & Company audits do not focus specifically
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on information technology or information security. However, FPU stated that the BDO audit
findings still provide general insights on data security and network protection.

Crowe Chezik is the FPU internal auditor. Founded in 1942, Crowe Chezik is one of the
top ten public accounting and auditing firms in the nation.

Does Fiorida Public Utilities periodically assess the organization’s information
security practices? |

~ No audit of FPU information security practices was performed over the period 2005 to
September, 2007. However, FPU has recently initiated an audit of network security and nisk
assessment by Crowe Chezik, their internal auditors. The audit will focus on Sarbanes-Oxley IT
controls, Completion of the audit is anticipated in October 2007.

Has management provided assurance that information security breaches, and
conditions that might represent a threat to the organization, will be promptly
made known to appropriate Florida Public Utilities’ corporate and IT

management?

Florida Public Utilities has no internal audit department. Matters relating to information
management are the responsibility of management and IT personnel. In the event of any breach
or compromise to sensitive customer data, the incident and pertinent facts surrounding it are

required by company policy to be reported to both.

Management stated that there have been no detected incidents of internal or external
sensitive information compromise during the last two years. According to the company, there
has not been z single thefl or loss of data, disks or other storage media, laptops, or an external
compromisc of any sort to the network.

Conclusions

3Y Florida Pal-iie Unline.
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APPENDIX A

SLOBAL TECHNOLOGY AUDIT GUIDE (GTAG)

GTAG's privacy best practices are derived from a variety of worldwide sources and were
central to staff’s review. These privan y best practices support prudent data security management
and reduce risk for those companies that routinely use these wchmquzs as pan oi their overall
corporate plan, The privacy best practices considered during this review include:"”

&

&

Performing adequate and regular privacy risk asscssment;

Establishing a privacy olficer or organization to serve as the focal point for
coordination of privacy activitics and the handling of complaints or issues;

Developing awareness around key data handling and identity theft risks;

Masking personal identification numbers. such as social sccurity numbers, and
other sensitive information when possible;

Supervising and training call center staff to prevent social engineering and sintilar
risks;

Managing marketing lists and all third-party vendor relationships effectively;
Creating awarcness of Web and e-mail vulnerabilities;
Developing record retention and destruction policies;

Implementing a date classification scheme based on the sensitivity and data
mapping;

Conducting risk assessments of access controls, physical security access
restrictions. and change controls;

Implementing intrusion detection and prevention technologies;

Completing penetration testing and independent testing/review of key controls,
systems, and procedures; and

Limiting data collcetion to operationally necessary data.

B Global 1 eshnology Audit Guide, “Managing and Auditing Privacy Rasks ™ The institute of Internal Audiiors.
p. 1S 1o, June 2000
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APPENDIX B

CUSTOMER DATA SECURITY INFORMATION

Florida investor-owned utilities have programs designed to safeguard sensitive customer

information.

procedures, and management or supervisory practices.

These programs are multifaceted, combining written policics, employce

A varicty of virtual and physical

safeguards round out the data security system found in each company.

This chart summarizes each company’s security policies, practices, and initiatives. These
points arc discussed in more detail in each respective company chapter.
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APPENDIX C
TREATMENT OF SENSITIVE CUSTOMER DATA

Florida investor-owned utilities collect, use, and mask a varicty of sensitive customer
information. Collection, use, and masking of information in each company is controlicd and
safeguarded by a combination of written policies, employece procedures, and management
supervision practices, Virtual and physical security measures in each company round out the
system designed to protect the data. The following chart summanzes the information cach
company collects, uses, and masks.
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Alteration of employee status (e.g. retirement, position change, termination) is manually entered into
the system. The HR Director has the responsibility. Policy is “a week or two”. An email is sent to IT.
IT removes or alters access as appropriate. Upon termination, all employees have a checklist to
complete, with network access rights discontinued immediately upon termination notice.

Julie Petty, Director of Customer Relations, also has audit responsibilities. There have been no data
security audits in the last 24 months. Crowe Chezik has been contracted to begin such an audit in
September. The audit is scheduled for completion 10/07. All auditing is outsourced; FPU has no staff
auditors.

(4) Data Request(s) Generated:

(5) Follow-up Required:
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4.0 Florida Public Utilities

customers in Florida,The Northwest Division, headquartered in Marianna, provides service to customers

in the western panhandle. The Northeast Division serves Amelia Island and is located in Fernandina
Beach. /

4.1 Management Oversight

Does Florida Public Utilities management have a clear understanding that
information security is a management responsibility?

FPU management acknowledges that information security is a management responsibility.
According to FPU, company management sets the corporate climate for information security by creating
procedures and determining information security priorities.

FPU management states that it recognizes that information security is only possible, and produces
the best results, in a cooperative partnership with company employees. Further, the company states its
objective relevant to information security is to create and sustain a workforce aware of the obligation to
effectively manage and protect sensitive customer information. FPU managers stated that the company
seeks to accomplish this objective through a comprehensive employee training program, management
supervision of the workplace, employee mentoring, retraining (when necessary), and annually requiring
all employees to acknowledge and sign the “Security of Customer Data” policy statement.

According to the company, managers and supervisors also routinely monitor software
applications, programs, workstations and employee access to sensitive information to determine inherent
operational risk. Changes in employment status, or an employee’s business need to access sensitive
customer data, are reported by managers to IT. Then, the employee’s network access rights are revised to
reflect the change, minimizing risk.

What type of personal information does Florida Public Utilities collect from
customers?

The Customer Information System (CIS), a customer service and billing system, is used to initiate
new accounts, update record information, and to store individual customer data. When initiating a new
residential account, customer service representatives (CSRs) collect personal information from the
account holder including the full name, social security account number, driver’s license number, address,

and phone number.

FPU service representatives also collect banking information if the customer wishes to establish
automatic electronic payments. During initiation, customers also have the opportunity to provide names
of others authorized to discuss the account, such as a spouse or other relative.
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Has Florida Public Utilities management assessed the appropriateness of the
information collected from customers?

FPU routinely collects both a social security number and driver’s license number from a majority
of its customers. According to the company, a social security number is required in order to run a credit
worthiness check. Thereafter, the social security number is maintained for identification purposes and
possible future collection actions.

The company reported that new customers are increasingly wary of identity theft and often do not
wish to provide a social security number. In such cases, the driver’s license number can be used as an
alternative method of identification and to assist in possible future collections action. The driver’s license
information is maintained for the life of the account, all but the last four digits are masked, and FPU
management does not perceive any undue risk in collecting or keeping this information.

Staff believes that requiring a driver’s license number for identification purposes in the absence of
a social security number may be appropriate. But, in the event that a social security number is obtained
for identification and credit check, the additional need for collecting and maintaining drivet’s license
information is not apparent. Staff believes that collecting any personal information beyond that which is
absolutely needed poses unnecessary risk.

Does Florida Public Utilities adequately limit the use and disclosure of customers’
personal information?

FPU has operational practices for customer service personnel to follow that address the use,
disclosure, and retention of sensitive customer data. FPU has 10 customer service representatives in their

Del: 4

accounts and respond to other customer inquiries. Corporate headquarters is in West Palm Beach, but all
payment processing is done in the Marianna office. The Director of Customer Relations supervises the

billing of customers in both divisions.
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Do any employees have access to customers’ personal information at off-site
facilities?

risk associated with

FPU managers stated that the company recognizes the inherent data securi
any employees remotely accessing the network.
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What controls have Florida Public Utilities put in place for remote access of customer
personal information?

Under normal operating conditions, remote access is limited to Division General Managers and
FPU does not allow customer service representatives to remotely access the

Operations Managers.
network and has no work-from-home program. ... - Formatted:
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4.2  Information Technology Controls

Has Florida Public Utilities established an appropriate data security management
function?

FPU’s Director of Information Technology directly reports to the President & CEO. The IT
Director has nine employees working in the information technology division.

According to FPU management, information management and security are the responsibility of all
FPU personnel. FPU’s Information Management (IM) section is specifically designated with the
responsibility to assess the risks and potential vulnerabilities to the overall network and individual
workstations. IM managers coordinate with, and provide technical advice to, company operational
management in order to determine FPU policy, practices, and procedures relative to the handling,
retention, and protection of sensitive customer data.



IM personnel also have the responsibility to monitor employee access to the network, its
functions, and stored information. System usage is monitored, and the IM section processes all changes to
employee network access. A change in employment status, such as retirement, termination, promotion, or
transfer prompts an immediate review of access and any appropriate changes to authorization.

Has Florida Public Utilities established appropriate information security policies,
procedures, and guidelines?

FPU information technology employees seck to establish appropriate information security
policies, procedures, and guidelines in a variety of ways. These include:
Confidential
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Does Florida Public Utilities limit physical access to customer information data
resources through access authorization procedures, monitoring devices, and alarm

systems?

According to FPU management, information security is not possible without parallel security of
the Information Management (IM) parent site located in West Palm Beach. Access to this facility is
controlled by a magnetic lock. IM employees are issued a corresponding magnetic key fob which is
coded to allow access. Besides IM personnel, only the company president is authorized unescorted access
to this facility.
Confidential

Does Florida Public Utilities restrict access to customer information related software
functions, data, and programs?

The company network has many levels of resident security. All users must have a valid user name
and password. Access is authorized based on a business need-to-know and contingent on approval by
both supervisors and information management. Access to different parts of the network is derived from a
menu at each workstation, tailored to individual users. Lack of the appropriate level of access authority
will result in denied access. Different programmers have either very wide or universal network access,
but are subject to continual monitoring.
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Does Florida Public Utilities monitor software security activity and produce
appropriate management reports?
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FPU information management has the ability to monitor employee access to the network and
sensitive information in real time. This oversight provides IM the capability of determining who is
accessing specific areas of the network, when such access occurred, the duration of the access, and
whether unauthorized users attempted access.

The information management system automatically monitors and captures software and access
activity around the clock. The results are available for regular review by IM personnel. Network
information is then routinely made available to management in the form of two reports, the Access Report
and the Use Report, These are also available on very short notice through a request to IM. The Access
Report pinpoints who within FPU has current access authority for all network functionalities, while the
Use Report documents employee usage on the network, sites visited, and e-mails.

4.3  User Awareness and Training

Does Florida Public Utilities have adequate privacy and data security policies and
procedures?

Annually, FPU policy requires all employees to read and acknowledge by signature the Florida
Public Utilities Code of Ethics, dated February 2005 and the Employvee Conduct and Work Rules.
However, the Florida Public Utilities Code of Ethics only briefly addresses the handling of sensitive
customer information and does not site specific laws or regulations. Due to the relatively small size of
FPU, all signed copies for 2007 from Marianna Division employees were verified. The Employee
Conduct and Work Rules policy defines unauthorized disclosure of confidential information as sufficient
for disciplinary action. The Computer, E-mail, Voice Mail, and Internet Use policy outlines proper use of
these functionalities, but does not address customer sensitive data specifically.

Though these policies do not specifically focus on the protection of sensitive customer
information, FPU management states that it believes each policy helps create an employee mindset that is
conducive to safeguarding customer sensitive data, and transferable to the application of such safeguards.

Security of Customer Data is a specific data security policy and procedure requiring full
understanding and acceptance by all employees. New employees must read and acknowledge the policy
by signature upon completion of initial training and annually thereafter.

Are Florida Public Utilities employees properly trained on privacy and data security
policies?

According to the company, an expectation of ethical behavior regarding the handling of sensitive
customer information is incorporated into the FPU training program. FPU provides formal initial training
for all new employees using a combination of written policies, established practices, and standardized
procedures pertaining to the security of sensitive customer information. As a part of this training, each
employee is required to read and sign the Security of Customer Data policy and procedure notice.

Trainers from the West Palm Beach headquarters visit the divisions up to four times annually,
conducting refresher training for all employees. According to FPU, there are always customer service and
data security components to this training, On-the-job training is used to augment the initial training of
new customer service representatives. A new customer service representative first shadows a more senior
employee and, later, the roles are reversed. When the new employee demonstrates a thorough knowledge



4.5 Auditing Controls

Does Florida Public Utilities possess, or have access to, competent auditing resources
to evaluate information security and associated risks?

FPU does not employ full time staff auditors, The auditing firm of Binder, Dijker, Otte &
Company (BDO) is the external auditor for FPU. BDO, an international accounting firm, was founded in
Europe in 1963. US offices were established in 1988, BDO’s auditing expertise is in finance and
accounting. BDO conducted a financial audit annually for FPU during the two year period covered by
this review. Binder, Dijker, Otte & Company audits do not focus specifically on information technology
or information security. However, FPU stated that the BDO audit findings still provide general insights
on data security and network protection.

Crowe Chezik is the FPU internal auditor. Founded in 1942, Crowe Chezik is one of the top ten
public accounting and auditing firms in the nation.

Does Florida Public Utilities periodically assess the organization’s information
security practices?

No audit of FPU information security practices was performed over the period 2005 to September,
2007. However, FPU has recently initiated an audit of network security and risk assessment by Crowe
Chezik, their internal auditors. The audit will focus on Sarbanes-Oxley IT controls. Completion of the
audit is anticipated in October 2007.

Has management provided assurance that information security breaches, and
conditions that might represent a threat to the organization, will be promptly made
known to appropriate Florida Public Utilities’ corporate and IT management?

Florida Public Utilities has no internal audit department. Matters relating to information
management are the responsibility of management and IT personnel. In the event of any breach or
compromise to sensitive customer data, the incident and pertinent facts surrounding it are required by
company policy to be reported to both.

Management stated that there have been no detected incidents of internal or external sensitive
information compromise during the last two years. According to the company, there has not been a single
theft or loss of data, disks or other storage media, laptops, or an external compromise of any sort to the
network.

4.6 Conclusions
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