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BEFORE THE FLORIDA PUBLIC SERVICE COMMISSION 

In re: Request for Confidential Treatment 1 OS“b3-E-x 
of portions of the Staff Report entitled “Customer ) UndmMd-  
Data Security of Florida’s Five Investor-Owned ) Filed: December 11,2007 
Utilities” by Florida Public Utilities Company ) 

FLORIDA PUBLIC UTILITIES COMPANY’S 
REOUEST FOR CONFIDENTIAL TREATMENT 

COMES NOW, Florida Public Utilities Company (“FPUC” or “Company”), through its 

undersigned and files this Request for Confdential Treatment ofportions of the StaffReport entitled 

“Customer Data Security of Florida’s Five Investor-OwnedUtilities.” As basis, the Company states: 

The Commission Staff recently completed a review of the policies, practices and 

controls regarding security of sensitive customer information for eachofthe electric IOUs, including 

FPUC. During the review, the Staff received and reviewed documents and data from the Company 

and conducted interviews with several FPUC employees. They compiled the material and developed 

a report for presentation to the Commission. 

1. 

2. By letter dated November 16,2007, Staff forwarded to the Company a copy of the 

draft report entitled “Customer Data Security of Florida’s Five Investor-Owned Utilities.” The draft 

was provided in order to allow the Company to review it for factual accuracy and confidential 

material. 

3. The purpose of the report was to review security measures relative to protection of 

sensitive customer information and present conclusions on these measures. In responding to requests 
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from Staff, the Company provided copies of policies and procedures applicable to Company 

employees relative to protection of customer information as well as information as to how theses 

policies are applied. 

4. In their draft report, Staff discusses the policies and procedures and data responses 

provided by the Company but they also include an analysis and conclusions of the strengths and 

weaknesses of these measures. While this information may be helpful to the Commission, 

discussion and disclosure of this type of information could assist unauthorized access to sensitive 

information and cause harm to both the Company and its customers. Accordingly, FPUC is 

requesting confidential treatment of portions of the draft report and workpapers. 

5 .  Section 366.093, Florida Statutes, permits electric utilities to request certain records 

and material be kept confidential and exempt from Section 1 19.07( 1). Among the information which 

is included as proprietary and confidential are security measures, systems or procedures. 

(366.093(3)(~)). The draft report contains discussions of this type of information and specific 

discussions on strengths and weaknesses of these systems and procedures. FPUC would request that 

the portions of the draft report identified on Attachment “A” hereto be determined to constitute 

proprietary confidential business information regarding security measures, systems or procedures 

encompassed within Section 366.093(3)(c) and exempt from Section 119.07(1). FPUC would not 

release or publish such information in a public manner nor has it released such information in the 

past. 



6. References to pages are to the document which accompanied the November 16,2007, 

letter. 

7. Exhibit “A” hereto in a sealed envelope is a copy of the draft report and workpapers 

with the information which FPUC asserts is confidential highlighted. Exhibit “B” hereto is a copy of 

the draft report and workpapers that have been redacted. 

7. The Company makes this request with reference to the material in the draft report but 

would include this request as to the final report as well. 

Respectfully submitted, 
MESSER, CAPARELLO & SELF, P. A. 
Post Office Box 15579 
Tallahassee, FL 323 17 
(850) 222-0720 

Attorneys for Florida Public Utilities Company 
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ATTACHMENT “A” 

Identification 

Page 7, Exhibit 1 , “Customer Data Security Issue 
Summary” all items in column headed “FPU” 

Page 8, paragraph 1.42, handwritten numbered 
lines 1-6 

Page 32, handwritten numbered lines 1-12 

Page 33, handwritten numbered lines 1-27 

Page 33, handwritten numbered lines 1-10 

Page 34, handwritten numbered lines 1-1 9 

Page 35, handwritten numbered lines 1-13 and 22-35 

Page 36, handwritten numbered lines 1-9 

Page 38, handwritten numbered lines 1-9 

Pages 39-40, all lines in Section 4.6 

Page 74, Column for FPUC 

Staff workpapers “Interview Summaries” tab paragraph (3) 
conclusions, entire section 

Reason 

3 66.093 (3)(c) 

3 66.093 (3)(c) 

3 66.093( 3)(c) 

3 66.093 (3)(c) 

3 66.093 (3)(c) 

3 66.093( 3)(c) 

366.093 (3)(c) 

3 6 6.09 3 (3) (c) 

3 66.093 (3)( c) 

3 66.093 (3)(c) 

3 6 6.0 9 3 (3)( c) 

366.093(3)(c) 



STATE OF ]F~,ORIBA 

November 16,2007 

Ms. Julic Petty 
Director, Customer Relations 
Florida Public Utilities Company 
401 South Dixie Higbway 
West Palm Beach, Florida 33402-3395 

Dear Ms. Petty: 

Enclosed is a draft copy of our report entitled Cusromcw Data Securh'y ufFbsida's Fz';irle 
InvEsror-Qwned W t U i m .  This draft includes &he Executive Summary, Background & 
Pcrspcctive, the Florida Public Utilities Company chapter, and three appendices. The review 
examined the data security practices for each of Florida's five-investor owned utilities. It is our 
hope that each company finds this assessment beneficial. 

This dtydft is provided for revim of factual accuracy and identification of any material on 
which you in& to file a q u e s t  for cddcntial classification. You have the right to file a request in 
accordmce with Rub ZS-22,006(3), F.A.C. The request must be filed with the Division of the 
Commission Clerk and Administrative Services no later than 21 days fiom the date of receipt, or wc 
retain the right to publish without regard to confidentiality. Duriug the next 21 days, staff will be 
avaiIable to discuss the factual accwwy of the report and to provide access to work papers for review 
of prospective confidential information. Also during this period, staff will accept any witten 
commmts the company may want to include in thc find report. 

We would like to publish the report as soou as possible after the 21 day period for filing 
expires on December 11, 2006. Thank you for your cooperation and assistance, mid that 
extended by Florida Public Utilities Comp<my employees who participated in this review. if you 
have any questions, please contact David Rich at (850) 413-6830. 
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1.0 Executive SU 

This review of Florida's investor-owned electric utilities was conducted on behalf of tlic 
Flarida Public Service Commission (the Commissian) by the Bfurau of Perforniance Analysis. 
The objective of the rcview was to lean more about each company's policies, practices, a d  
controls regarding the security of scnsiitive customer information. 

The primary objectives o f  this review w"2: 

To bccome familiar with, document, and evaluatc each investor-awned utility's 
policies, practices, and procedws for safeguarding sensitive customer data, 

To determine whether sufXcient physical and virtual hteml conmls exist in 
each utility to protect customer sensitive data and the network, and 

To msure that each company is in compliance with applicable state, fedcral, arid 
industry guidelines regarding protection of sensitive customer data. 

The revieur focused on cxamining each company's procedures, pmcesscs, network 
systems, and operational controls for safcguarding sensitive customer data, Staff reviewed 
i d o m t i a n  technology (IT) security and custamer account security in each company. Intcmal 
and external audits associated with I" and data security, fiom 2005 to the present, were also 
reviewed. 

Specifically. staff focused its review on the following hct ional  areas: 

+ R.lanragement Oversight, 

$L Uscr Awareness, 

4 Audits of Datu Security. 

Information Tcchnolagy Controls, 

Outsourcing Controls, and 

The five investor-owned utilities were each reviewed separately. During the rcvieu., staff 
gathered information from tach company through docunicnt requests. After careful study of the 
responses from tiic dncument requests, staff conductcd on-site intcrvieurs with each company. 
Key company employees in the functional areas wcrc intcrvicwcd. Tiic revicw \ w s  conciucred 
betwwxi 3une and Octotm 2007 



Each company's policics, practices, and procedures werc compared to applicable state 
and federal statutes rcievmt to the protection of sensitive: customcr data. Stafr made comparisons 
to retevant standards such 'ds those shown in APFENDXX A. Staff also reviewed the currcnt 
physical and virtual security systems used by each company, those now being impicmented, and 
coiiccpts in staga of either planning or development. 

To assess and compare companies' overall security posture, s t d f  used the infomation 
galherd fiom the document reviews, on-site interviews, and facility visits to assess each 
company's overall security status. 

All of the companies are in compliance with applicable state and federal statutcs and 
industry guidelines for security of sensitive customer infomation. 

Each company sceognizcs the integral role management has in establishing an overall 
corporate climate conducive to saf'eguiuding customm infamation. Mamgment in each 
investor-owned utity has tailored company goals and objectives, policies, progains, and 
proccdwm to respond to their particular infw"tion security environment and perceived risk. 

No company reported, or is awarc of, any breaches to sfsnsitive c " X  information in 
the previous two years, the period covercci by this rcview. However, cach conxpany is variously 
impacted by the ncceleratcd pace of evolving technology and continued vigilaricc is required. 

EXHIBIT 1 prcsents a summary of the Data Sea& issues observed during staffs 
review. Where staff found each category of controls to be appropriatc and adequate, this is 
indicated in the chart by a solid circIc (e) symbol. Where a deficiency was noted, this is 
indicated in the chart by an open circle (0) symbol. The Control Elements within Management 
Ovcrsight, IT Controls, User Awarencss, Outsourcing Controls, and Auditing Controfs arc 
individuaIly discussed in more detail in chapters three through seven. 





Slaffs findings for each company arc summarized bclow. Additional discussion of 
staffs conclusions for each company is contained in chapters threc through seven. A profile of' 
company data security information is providcd in APPENDIX B. A company-by-company 
recap of the treatment of sensitisc customer data is provided in APPENDIX C. 

1.4.1 Florida Power & Eight (FPStL) 

1.4.2 Florida Public Wti ' t i tks  Company (FPU) 
With significantly fewer customms, employees, and other assets at its disposal, FPU's 

dcpth and brcadth of measures to safeguard sensitive customer information are not as robust as 
those of orher Florida investor-owned utilities. However, staff believes b t  FPU has generally 
adequate safeguards in place to protect this infomation and that company managenicnt has 
assessed risk, allocating assets as required to meet threats. The C O ~ X I ~ ~ Y  is in compliance with 
state, federal, and industry pidelinos rclevant EO prote sensitive customr infomation. 

I 
a 



I A.4 Progress Energy Florida PEF) 

1.4.5 Tampa Electric Company (TEC) 



2.0 Background and Perspective 
Thc social sccunty iiumbcr IS onc of tire mnsr valuable bits of inksnution nccdcd to 

cormlit identity fraiitf. Tilc social secutity number has evolvcd from a tracking riumbcr used hy 
the povc~iiiiieiit's rc t i rz i imt  system to ;i pcrsonal identifica~ioti t~unibcr used hy such entitics iis 
thc fiiicmal Ku\*cimt. Scniice :uid Credit Reporting Agencies. 'I'his cvotutioii of IIIC social 
sccurily nuniber has created a geatcr need to protect and securc its ilsc and exposure. Wliilc tlic 
social security number is the niost critical componcrit fbr ideiitity theft, other infrx"i1iorr such as 
date of birth. drivcr's license numhcr, address, phio~ic nurnber. and credit c u d  account nurnbcrs 
can also bc uscful in facilitating identity thcft. 

Exli i t d i v i d t i d  bears tlic rcspuosibiliry to bc judicious in sccuring his pcrsoird 
informatiun. Miilly tiincs, identity thcft occurs wllcii a victim loses his in€onnatioi> or carelcssly 
exposes die inlomatian to opportunistic thievcs. Elowever, lherc are times when coti!;umcrs 
must cntrust personal infonnatiun to a business or agency. Tha-cfore. llicrc is ail cxpectatiotr that 
reputable companies, such as ittilitics and financial institutions, will earncstiy prutcct this 
sciisitivc infomiation. 

In 1998. llie lklcrai gi)verii~iient eiiacted tiic Identity Thefi and Assstmptiun Dclcrruncc 
Act which riiiitic i t  il violatiori of fedcral la\v to intrrrttiundly mistise soniconc's identifyiiig 
infomiation or cxisting accounts, or to cstabIish an account i t i  his nanzc.' The act chtlrgcd tiic 
Fcderd Tradc Comniissioii (FTC) as the federal govemeutal  agcitcy that warks to protect 
consumen froni idenlit\* tliclt. Citizcns who are victims of identity thcft can repor1 ~\ic crime to 
thc F'TC, atid tlic F'N' i s  churgcd with collecting complaints from victims and sharin!: the 
informatioil witli tiucessary lhderal, state, and locai law enfosc;crncnt. 

hi 2003,  he: F'1'(: sponsored a sunvy on the topic of identity thcfi. The rcsults support 
the coricems of many Floridiats: identity thcft is a rcal threat; protecting OIIC'S persona! 
informatimi is critical in general tu-", identity theft is the use of' ~ ~ n i c o n e ' s  personal 
infom;itiun with [he iritent to conimit fraud. ldcntity theft can inch& tlic establishment of a 
new account \\pithout aiidiorization. thc misusc of' itit existiiig account, m t l  !hc cstahlishmierir i)r 
rnistise o 1' gow"nicttt documents arid benefits. 

"I hc 3003 FX' Idcrtlil~. TIz@ Surclqt. Xcpari indicatcd that during the prcvious 12 nionths, 
4.6 perccrit of rlir population cxpcrienced sonic type of identity thefi In  tlie prwious five years, 
12.7 percent (approsimiiirly 27 inillion c i t iLms)  rqortcd bcing Vict i i t iS of somc typc of idcntity 
thefi. The report shows that identily tlieIi inipactecl 9.91 million citizens ~n thc presious 12 
months at il cost of $52.6  billion. Thc rcport also staics that, on awrdgc, it takes a victim 30 
hours of work to rcsolve the impacts of identity thcft; with up to 60 I-tours expciidcci in siluntions 
tvhcre ii IW account IS liauciuicntiy cstatiiisiied.2 



Tlic F'TC tracks complaints: annually by type and tocation. 11.1 2006, Florida ranked fifth 
in tlic nation (cascs pcr l O O , ~ ~ O O ) ,  with 17,780 reportcd victims. Tho h4ianii-Fort Laudcrdale 
Metrupoliwi Statistical Area finti the largest riumbar of Florida coniplaintliiis in 2006, at 7.557.' 
Thc total number of rcported victims wittiin the state has incrcased each year, with 12,816 i n  

2002; 14.1 19 i n  2003; 16,062 in 2004; arid 17,048 in 21105.' 'Khosc nirmbers only rcj~rescnt the 
nunibcr of vrctims who ilotifiCd lhe Id*I'C of thc crime, rather than thc actual total ~ lumbt . r  01' 
victims during thc pcnnod. The 2003 E"K study notes that only 25 pcrcerit uf  thc participants 
repot-ted thc crimc to local poficc, and ctnly 22 pcrcetit notified a credit agency." 

'I"Iic FTC' categorizcs complaints bascd on Iiow the victims' infomiation was misuscd, 
incltiding phonc or utility fraud. Of IIOTC, the 200G Florida data indicates that approximately 4.7 
pcrceril of r:omplainants rcported unautliorizd eslabiis'ilment of I ~ C W  (non-lcl@communications) 
utility accounts. This lias increased from a low of3.3 pcrceiit in 2003.' 

Oric of die n imt  publici.r.ed breaches occurred iii 2005, wlien consumer data broker, 
Choicel'oint, Inc.. a d m i t t d  that it had compromised 163,000 corisuniers in its davdbase. Thc 
company sold persoiial information, such as names, social security numbers, birth dates, 
emp'loyment inlonnaiion, and credit historks to an intcrnotionai goup posing as legitiimtc 
hiericaii  busiiiessiiiai. The iiidividuals lied about their crcdentials arid used ctrmmcrcial 
donicstic tirail drcqx as thcir business address. C?ioicC.Eloint riot only ignored red flags. but used 
unsecurcd fiix macliincs far concspondences. ' 

Also in 2005. Balk of America admitted to losing a back-up file that hcld 1.2 million 
customcrs' personal informillion. In the sanic year. Bank of Amcricn, Wzichovia. (:onnneicc 
Bancorp, and PWC Finariciitl Scr-viccs Group detccted illegal salcs of account i~tf'miation by 
balk emplnyces. OveI 67(5,00U customers were af'feclcd by the internal hrcach in i v h t  was 
labcied at the limc as potentially the "biggest security breach to hit tlic ba~iking industry."f 

2.2,1 Recent Florida Drcachtls 
< :ompanics opcrilting within Florida are riot imniuiic to unintentiorial cxposurc or 

iiitcntional 1)rcact.m or customer information. The following list higtiliglits scvcral recent events 
i i t  wiiic~i customer inibniiation was cxposed tliroudi unautiiorizcd C T ~ ~ S . '  



c ustoiner ID passwords and to access the company‘s datahse. 
ct.cntually gained access to 3 10.000 ciistorrttr rccorrts. 

‘X’hc hackers 

4% In February 2006. a contractor for Bliic Crass mi Wiuc Shield of Fforitia scnt l h c  
iianics a i d  social security nunihcrs of cuncnt and former emptoyees to his hcsi.nc 
ccrmpiiter, i n  violation of company puitcy. Thc firmer computer consultam was 
ordered to reirnhiirsc BCBS $580,000 for expenses relatcd to the incident. 

6 in  May 2000, liackors accessed tire Vystar Credit L h o n  in Jacksonville, FL.. Tlicy 
collected the pcrsunul information of approximately 34.000 of its membcrs. including 
names, social seciirity numbers. dazes of birth: and mothcr‘s maiden names. 

d I n  April 2007, ChiltiNet, an organixalioli that inunages Brtnvard County’s child 
welfare systcm, tiad a laprop stolcn by a fonner cmploycc. The laptop coritaincd 
social security nurnbers, firiancial a i d  credit dah, and driver’s license information on 
qprosimatcl y 12.000 adoptivc and foster-parents. 

In  J i m  2007, .iackson\.ilIc Federal Credit Unioii realized that social secunty nuinbcrs 
nnd account numbers of 7,766 of its members were uccidentally posted, urieiicryptcd, 
onto thc Internet. The scarcli enginc Googlc indexed thcse records within i t s  search 
criwia, cxpnsirtg ilxeiti thraugtiour the World Wide Wcb. 

0 in July 2007. Fidelity National Information Scrviccs, o f  SL Pclcrsburg, repoilcd Ih i l I  
2,300,000 custorner rccortfs werc stole11 by a workcr froin one of the ctinipany ’s 
subsidiaries. Thc infomiation stolen included credit cwd arid bank account numbers. 
arid other pcrsonal information 

2.2.2 130teritini of‘ EX~OSUI-C 
The Prrjr-acy ICighLs Clcnringliousc, a nan-profit consunier information and advocacy 

orgrinizntion, a~mualIy compiles a listing of d 1  data breaclies.’” hi rcvicw of the c a m  rcporwi 
bctawri 2005 io prescnt, the majority of breaches can be categorized into four basic groups: 
techno logy, onli tie expo SUR, i nsidcrs. and inipro p er storagc or  disposal o 1‘ custorncr rccord s. 

T’echriology exposur-t: can include the unauthon.r,ed ~ C C C S S  into a company conij~uter or 
scncr, especially ttiose that store unencryjilcd. scrrsitivc information. Also, this could iricluc!e 
the uiiiiitciitional ctowIiloading of malicious softwarc to ;i company ccrnputer that is not sccurcci 
ivirii aAvirus softivarc. 

Online csposure can m;utic persoml ii~fcx”tion that. is iriaiivcrtcntly loaded onto t l x  
iriterncl Search cngincs. such 2s (ioogk. caii pick-up Iiitnics through company Wet) sites :tnd 
cxpose the inforniation tl~xough the World Wick Web Also, e-mails thal includc personal 
infonnation may be sent to tlic incorrect addresscc. 1 liicricryptptcd c-mails may also t x  
intcrccplcd by hackcrs or nialicious sofrnwc 



Impropcr storage or disposal caii bc an easy target for thieves looking for easy access to 
someone’s pcrsorial inforniation. This can includc riot only papa  files that are left exposed, UP 

shredded. stolen. or impropcrl y disposcd, but also clectronic files that arc 1701 maintained 
accordingly. Also, mailings lhar iiicludc exposcd scnsitive information could lead to a breach o 1‘ 
infimlatioii. Firialiy, disposal of‘ discontiiiued office cquipii~cnt could lead to ii hrcacli if 
clectronic liarti drives a i d  memory deviccs are not propcrl y “clcancd” prior to discarding the 
device. 

Scvcrd State and Federal sta1uics and initiatives govern data security “and idcntiry theft. 
‘I‘hcse apply citlicr dircctly or indirectly to  Jiloiida‘s electric utilities arid should be considered 111 

developing security practiccs and procctiurcs. 

2.3.1 Fair and Acctiratc (‘redit l‘t4aniiactjo11 Act 2003 
This amendnicnt to thc I w  Credit Kcporting Act is designctl tu help clcvate attcntion 

given to prcvcntiiig identity theft. Two components of Uie law require companies to mask crcdit 
;ind tlchit card infomiation nri printcd rcceipts. and IO prrzperly dispose of custoimx records Al l  
crcdit card machines must be programmect to print only the last live-digits of   he ciid 

inf‘ormatiori 011 a receipt, ami may 1701 includc tfic cxpiratiun datc. 

The disposal requircments instruct busincsscs to properly dispose of documents 
coiitaining cusmincr in fbrmatiaii Proper disposal includcs burning or shl-edding of paper reports 
and erasing electronic storrtge dcviccs 11 can also include contracting tiit: service out to a 
y ua1 i rt ctl d i sposiil cornpiiq’. 



2.3.4 PrcsidentiaI Task Forcc of Identification 'i'hcft 
in M;iy 2OOG. Presidcnt Ckorgc M'. Gush issued Exectiiive Ordcr establishing lhc 

Prcsitfent's Task Force on Xdcntity Theft. 'l'his task forcc. headcd by the htlomcy Ciaicral aiid 
tlic Cfiaimiaii of the Federal Tradc Conitnission. was cha rpd  to "craii a strategic plan aixning to 
rnakt thc fecleral gotw-titiicnf's efforts more effcctivc :tnd cfficient in the ;irws o f  itlcntity thcfi 
awarzncss. prevcntion, detcction, ;iiid prosecution,"" The task fnrcc's Apri I 20117 strategic plan 
rcro,pizcs h a t  "No single ferlerrjl law rcgiifates coinprchalsivrty t l~c  pnvafc scctor or 
gnvcmmcntnl usc, display. or disclosure of social security riumbers; instcad, tiicre iirc a variety 
of laws goveming social sccurity number usc iri certain scclors or in spenfic situntioits.'"'" 'The 
task forcc has rccomtiicntied the dcvcloptnent of a comprchaisivo record an privatc sector use of 
social security numbers. including evaluating their rtucrssity. The Task Force will makc its 
reconimt.iidations by tIic first quarter of 2008. Until future recarnnicnriations arc made. rime are 
c~ineiii fedcral and state laws in place lliat recogilia and cnfarcc LIae inipoaince of safegar-d~iig 
cusmnicr sclisiti v e  information. 

C*hnptcr 350.1 17 allows the C~ummjssion to  conduct xsai~agcn~alt and operatinn audits for 
ariy rcgulatcd company to ensure sdequatc operatiiig controls exist. This report addresses 
whcthcr cach of thc five companies audited for customer data securjty have proper controls in 
11 I acc, I'he a ti d it part icu 1 ar l y hcu scd an managem cii t con iro I s, in fonriat i 011 tcctulo fogy CLXI tro 2 s. 
usor awzrciiess, outsourcing controls, and auditing. Each of the folio\cing conipa~iy cliaplcrh 
a d ~ 1 t . e ~ ~ ~  thesc controls in I qucsrion and at ls~er fom~at. 



4 4.0 Florida PubXic Utihities 
Thc w divisions of Florida Public Utilities Company (FPII) lime 346 fiili-time and (i 

part-time em Q oyces, and S ~ N C S  approximately 28,000 electric customers in Florida. The 
Northwcs! Division, hcadquartcred in Marianna, provides scrvicc t o  custoniers in  [lie wsteni 
panliaridle. The Norheast Division serves Amelia Isimd and is located in Fcrnsrnditia Beach. 

Dues Florida Pubtic Utilities management have a clear understanding that 
information security is a management responsibility? 

FPU management ackrinwledgcs that information security is a managcnicnt 
rcsponsibiiity. According l o  FPlJ, company management sets the corporate climate for 
infomiation security by crcating procedures and determining information security priorities. 

P U  management states that i t  recognizes that information security is only possiblc, and 
produces the best results, in a coopcrativc partnmhip with company employces. Furthcr, the 
company states i ts  objective rclevant to infomiation security is to c ra te  and sustain a workfbrcc 
aware of thc obligation to effcctiveiy manage and protect scrisitive customcr information. FFLJ 
maimgcrs stated that thc campany seeks to accomplish this objective through B comprehctisivc 
cmployee training program, nianqpnent supervision of the workpiace, employce mentorins, 
retraining (when ntxessary), and annually requiring dl einpioyces to acknowledge a i d  si211 the 
“Sccurity of Customcr Data” policy statement. 

According to the company, mruiagcn; and supewisors also routinely iuonitor softwarc 
applications, programs, worksttitions and cmployee access to scnsitive infoniiaiion to dctcrmine 
inhcren t operational risk. Changes in employtv” stiltus, or an cniployce’s businas rieed to 
access sensitive customer data, are reported by inanagers to IT. Thon, the employec’s nctwork 
access rights are revised to reflect the cttnngc. niininiizing risk, 

What p p e  of‘ personal infcPi-mation does Floridn Public Utilities collect from 
euslo tncrs? 

The C u s k “  information System (CIS), a custonier service nnd billing systcm, i s  uscd 
to initiatc new occounts, updarc rccorci infbnnation. arid to starc individtial customer data ‘Nhcn 
initiating a new residential account, customer scrvicc represcnzaiiiw (CSRs) collect pcrsonni 
jnfonnation from the account holder including the full name, social security account number, 
driver’s ticensc number, address, and phone number. 

FPU S C I ~ ~ I C C  represcntativcs also collcct banking informstion if thc customer wishcs to 
estabtI:sh autvniatic clccrronic paynlcnzs During ~nitiation. custoiners also have the opporturui> 
to provide names of o h m  aurfionz;eci to discuss the account, such as L spousc or other rciative 



11 as Florida Public Ufiiitics tnanagement assessed the appropriateness of the 
information collectec! from eustamers? 

FYI; routincly  collect^ kolh a social sccurity number anti driver’s licensc numnbcr IFoin a 
majority of its customers. According to the company, a social security number is rcquired in 
ordcr to run a credit wortl~incss check. Theredflcr, the social security number is maintained fur 
identification purposes and possible future collection actions. 

Tlic company rcportcd that new customers are increasingly wary of identity thcf! and 
often do not wish to provide n social security nunibcr. in such cases, the drjvcr’s liccnsc tiumba 
can be uscd as an altemative method of idcntificntion and to assist in possible future collcctioiis 
action. The drivcr‘s liccnse information is maiiitained for thc life of the accouiit, all but thc last 
four digits arc masked, and FPU nianagenrent does not perceivc any undue risk in coliccting or 
kecping this information. 

S t d  believes that requiring a driver’s Iiccnsc number for ideiitificalion purposes in thc 
absence of st social security number may be appropriate. But, in thc evcnt that a social security 
number is obtained for identification and credit check, the additionai need for collecting and 
maintaining driver’s license information is not apparent. Staff believes that collecting any 
personal information bcyond that which is absolutely needed poses unnecessary risk. 

Dues Florida P u h k  Utilities adequately limit the use and disclosure of 
c us to mcrs ’ pcrsonal info rma tia tt ? 

FPIJ has operational practices for customer service personnel IO follow that addrcss tiic 
use. disclosurc, and rcteiition of scnsitivc custonicr data. FPU has 32 custonicr servicc 
xeprescntatives. 4 customer service supervisors, and  5 ciistomcr servicc rnanagers to initiatc i i ew  
accounts and rcspond to othcr customer inquiries. Corporatc hcadquartcrs is in Wcst l3a1ni 
Beach, but all payment processing is done: in the Marianna ofice. Thc Director of C~ustoiiier 
Relations supcivises the billing of customers in both divisions. 

Customer servicc rcprescntatives at computer workstations temporarily sec a customcr’s 
social security Iiumbcr while typing i t  into the appropriarc field on the CIS n e w  accoutii pagc. 
Thc numbcr is autoniatically nmkcd ,  cxccpt for the lasl four digits, immediately upo:~ eritcring it 
inlo the system. Customer banking in formation is trcated similarly by new account programs. 
llrivcr’s liccnse riumbcrs are also masked, exccpt for the last four digits. immediately tipoii ciitry 
info t I x  systcm. Customcr scmice rcprcsentatiits i n  citiicr division branch office can acccss 
every customer’s data stored in SlS, but scnsitivc inforination (e.g. social sccurity number,  
drjver‘s licensc number, ancl banking information) reniains maskcd. 

Oncc stored, customcr infurniatiun is liouscd i n  thc company custoincr scrvicc d:itahase. 
I t  i s  available only to Lhosc enij~loyees i ~ l i o  liavc a Icgilimatc busincss iierd. .+I total of filit‘ci~ 
FPLJ employees havc access to thc ful!, unmasked custotner socia: security number. ciriiw ’s 
liccnsc nuinhcr, or banking infcm”1inn l‘hcsc include nine cmployecs in IT. plus ilie Customc: 



ffas Florida Public IJfiiities rnanagenicnt assessed the appropriateness of the 
infrmnatioai coilectucil from customers? 

FPI.,! roiitiircly collccts bot11 a social sccuri ty ntimber and driver's licertsc iiunibcr froin a 
majority of its customers. According to tlic company, a social security number is rcquircd in 
ordcr to run a credit worthiness check. l l i e r d w ,  the social security number i s  mainlaincd for 
identification purposes and possible future collection actioas. 

Tlic company reported that new customers are increasingly wary of' idenkty tlicfi and 
often do not wish to provide a social security nuntber. fn such cats, thc drivcr's liccnsc nuinbcr 
caii be uscd as 1411 altcmalive method of identificatioti a i d  to assist in possible future collections 
actiori. Tlic driver's license infomiation 1s mailittined for the life of thc account, ail hut tlic last 
four digils arc inaskcd, and FPU n~aiiagenicnl does not perceivc any undue risk in collcctin~ or 
kccping this infcmiation. 

Staff believes that requiring D driver's liccnsc nutnbcr for idciitificaliori purposes in tlic 
absence of a social sccurity number may he appropriate. Hut, in thc evcnt that a social sccurity 
niimhcr is obtaincd for identification and credit check, the additional need for collecting ar id  

maintaining driver's license :nfonnation is not appnrcnt, Staff bclicves that collecting any 
personal information beyond that which is tibsolutcly needed poscs unncccssary risk. 

Docs Florida Public I!tiiities adequately Jiitiit fhc iasc and disclosurc of 
c us t 0 nz trs ' p u"lla I info rma t 30 I1 ? 

FYU has operational practices fot customer scrvice petsoiincl 10 follow thiit iiddrcss 1he 
use. disclosure, arid retention of scnsitivc cupomcr data. FPT: has 32 cusmiicr s e n k c  
repruscnlatives. 4 custonm service supervisors, and 5 customcr servicc managers to iriitiatc new 
accounts md Icspond to otiw customer inquiries. Corporutc hcaciquartcrs is in Wcst MJN 
Beach, but all payment processing is dolie in thc Marianna office. Tlic Director of Cusconier 
Rciations suycnhes thc billing of customers in both disisions. 



Do any employees h a w  access fa customers’ personal information at o f f 4  tc 
fa c i I i ti cs ? 

IShat controls have Florida Ptrblic Utilities put in place for remote ~ C C C S S  of‘ 
customer personal information? 

‘Chidor noma1 operating conditions, rerriate acccss is liniited to Division Gcncral 



I 
a 

Has Florida Public Utilities established an appropriatc data security 
mranagemcnf function? 

FPU's Director of Information Tcchnology directly reports to thc President & CEO. The 
IT Director has nine employees working in thc information technology division. 

According to FPU management, infomiation managcmcnt and security arc the 
responsibility of all FPU pmsonnel, FPU's Iiifannatiun Management (IM) section is specifically 
dcsignatcd witli the responsibility to assess the risks and potential vulnerabilities to the overall 
network mid individual workstations. IM managers coordinate with, and provide tcciiiiical 
advice to, company opcrational managcmcnt in order to determine FPIJ policy, practices. and 
procedures rclativc to the handling, retention, and protcction of sensitive customer data. 

I l4  pmonnei also have the rcsponsibility to manitor employcc ~ C C C S S  to the network, its 
functions, md storcd information. System usage is monitomf, and the IM scctian processcs all 
changes to employec network access. A change in employment status, such as retirement, 
termination, promotion, or traiisfcr prompts an immdiate revicw of ~ C C C S S  and any appropriate 
changes to authorization. 

idas Florirls Public Utilities established appropriatc iiiformatiori security 
poiicics, procedures, and guidciines? 

FIW infonnation technology employes *?to establish appropriate information 
security policies, procedures, and guidelines in a variety of ways. 'I'hcse include: 



Does Florida Public Utilities limit physical access to customer information 
data resources through access authorization procedures, monitoring devices, 
and alarm systems? 

According to FPU nimagement, information security is not possible without parallel 
security of the information Managcment (IM) parent site located in West Palm Beach. Access to 
this facility is controlled by a magnetic lock. IM employees arc issucd a cormonding magnetic 
key fob which is coded to allow acccss. Besides IM personuel, only the company president is 
authorized Unescorted U C C ~ S S  ta this facility. 



Does FIorida Public Ctilities restrict access tu customer informatian related 
sofmarc b'ranctiuns, data, and programs? 

Thc company network has many levels of resident security. All users must have a valid 
user niime passwurri. Acccss is authorizcd based on a husincss need-to-knrw and contingent 
on approval by hath supervisors and infomation management. Access to different parts of the 
network is derived from a menu at each workstation, tailored to individual users. Lack of thc 
appropriate level of access authority will result in denid access. Different programmers have 
eithix vcry wide or universal iietwark access, but are subject to continual monitoring. 

Does Florida Public Citilities mo~iitor software security activity and pr'oducc3 
il pprop r i ate manage men t i*epor ts? 

FPU infomatioil managcment has the ability to monitor employee access to thc ncwork 
md sensitive infomation in rcal time. This ovmight provides 1M the capability of dctemiiniug 
who is accessing specific weas of the network. when such access O C C U K C ~ ,  thc duration of ttic 
access, and whether unauthotizcd uscrs attempted access. 

'I'hc i n h m i t i o n  nianagemcnt system autoinatically monitors and captures sof'twarc 
access activity arouiid thc clock. 'The results arc avitilablc for regular review by I M  pcrsomel. 
Network inf'oi-~nation is tlicn routincly made available to managemcrlt in the form of  two rcports, 
the Acrt.s.s Kcport and thc Usc RcTorf. Tlicsc iirc also svailabic on very short notjcc through ii 

rcqucst to IM. The Ac.c.rs~ H c p m  pinpoints who within W'IJ t i a s  current access authority Tor all 
net\vork functioiialities. while tlic lLw Kepar? docunients employec usage 011 thc network, silts 
visited, imcl e-mails. 

laws Florida Public Utilities have adequate privac:, and data security policies 
alrd g,rocedures'? 



handling of sensitivc customcr information and does not site specific laws or regulations. Due to 
the relsiively sniall size of FPU, all signed copies for 2007 from M a r k “  Division cmployecs 
werc verified. The Empkoyee Conducr und Wurk Rules policy deftncs unauthorized disclosure of 
confidcntial information as sufficient for disciplinary action. ?lie Cumputcr, &-:-mail, Voice Muil 
mzd Ijirerner Use policy outlines proper use of these functionalitics, but does not addrcss 
customer- scnsitivc data specrfically. 

Though thesc policies do not specifically focus on the protection of  scisitive customer 
information, FPU managemen1 states that it believes each policy helps crcatc an employee 
inindset that is conducivc to safeparding customer sensitive data, arid transferable to the 
application of such safeguards. 

Seamty of Cusiomar Dtrlra is 8 specific data security policy and procedure requiring full 
understanding and acceptmcc by all employees. New employees must r a d  axid acknowlcdee 
the policy by signature upon completion of initial training and mnually thercafter. 

Are Florida Public Utilities employees properly trained on privacy and data 
security policies? 

According to the company, an expectation of ethical behavior regarding the halidling of 
sensjtivc customcr infm”tiori is incorporated into the FPLl training program. FPU proirides 
formal initial training for ail new cmployees using a combinatioii of written policies, established 
practices, and standardized procedures pertairling to thc security of sensitivc customcr’ 
information. As a part of this training, each employee is rcquired to read and sign the Stxwrirjl of 
Ciuiomer Duta policy and procedure notice. 

Trainers from the West Palm Beach hcadquariers visit the divisions up to four times 
annually, conducting refresher training for all employees. According to FPU, there are aitvays 
customer servicc and data sccurity components to this training. On-the-job training is uscci to 
augment the initial training of new customer scnicc representatives. A ricw customer senkc  
reprcsentutivc first shadows il more senior employee and, latcr, the roles are reversed. When the 
new cmploycc dctnonstmtes B thorough kiiowledgc of corrcct cusiomer procdcires arid data 
safeguards, he or she is allowed to work without direcl. constant supervision. Every supcwisnr 
and managcr attended supervisory training in May of 2007. The training was conducted by thc 
corporate attorncy and included instruclion on company policies pcrtainity to privacy, data 
security, and cihics. 

Does Florida Public WIities have policies and procedures in place which  
address pcnaifies for violafions of‘ Privacy or Data Sccurity poiicies? 

Florida Puhlic IJtilitics’ F’rog?*cs.sirv Di,~ripfim~r~ Procedure policy cstahlishcs a fomiiil 
five-step disciplinary process which escalates in severity from a first (verbal wammg) to fifI.11 
stcp (termination) h r  die lower end of die scvcnty scale, FI’IJ corr~moril~ combines mcn~oririg 
anill retraining vcrbai or writteii warmngs to rcclress conduct \wiiitiuns L3epcndtng 011 tlic ii‘i[iire 

and severity o f  the niisconduci, the process can bc acceleratcd. 



Florida Public Utilities docs not outsource ctistonier services. Thc CIS billing vetidor 
with which FPU has a service/support agrement has access to customer records in CIS iu order 
to diagnose and concct billing-related errors. The only otner outside vaidor with access to 
custonier information is tiic company auditors. 

IWat controls has Florida Public L*tilitics put in placc tu prcvcnt disclosure of 
customers' isersonal inforimation by third parties? 

I;P1J uses confidcntiaiity clauses whenever contracting for rhird party audit or repair 
scrvice and support. Thcse clauses requkc thc third party to adhere LO FPU protocols, pulicics, 
and procedures regarding sensitive custonicr infonation. Company manageinent believes thc 
curretit confideiitiaiity ayrecmenls, in contracts between FPU and outside firms, adequately 
safeguards customer information. 

FPU states that it further limits the risk of' personal information disclosure by choosing 
not lo use satellite company payment locations ur authorized third party paymcnt stations. 

FPIJ does riot employ full tiiiic staff auditors. l h e  iluditirig firm of Bindor, Dijkcr, Oltc 
& Company (RrXJ) is thc external auditor for F W .  BDO, an intenlatinrial accounting firin, was 
fbutidcd in Europc 111 1963. US officcs WCTC established in 1988. HDCI's auditing cxpertist: is in 
finmice and accounting. i3DO conductcd a financial iiudit annually Far FPIJ during the In o ycar 
pcrioci coveted by this rwlm Bindcr, Dijker, Otte & Company atdits do not focus specifically 



on information lectmology or information smurity. However, FPU stated that the BUO audit 
findings still providc gerieral insights on data sccurity and nctwork protection. 

C r o w  Chezik is the FI-IU internal auditor. Founded in 1942, Crow Chezik is aiic of the 
top tcn public rtccounting anti auditing fimis in llic nation. 

Docs Florida Public Fltitifies periodically assess the organization’s informtation 
security practices? 

No audit of FPU information security pmcticcs was pcrhrmed over ffic period 2005 to 
Septinber, 2007. However, FPU hs rccaitly initiated an audit of network security and risk 
assessnient by Crowe Chczik, their internal auditors. The audit will focus on Sarbancs-Oxley IT 
controls, Completion of‘the audit is anticipated in October 2007. 

Has management provided assurance that information security breaches, and 
conditions that ruigiit represent a threat to the organization, will be proxnptl~. 
made known to appropriate Fiorida Public Wtiiitics7 corpurate and IT 
management? 

Florida Public Utilities has no intemal audit department. Matters relating to information 
management are thc responsibility of managmenl and IT personnel. In the e v m  of any breach 
or compromise to sensitive cusmmer data, the incident arid peflincnt facts surrounding it me 
requircd by company policy to be rcportcd to both. 

Management stated that tIicre have bccn no detected iiicidcnts o f  internal or extcmal 
scnsirive information conipromise during the last two years. According to the company, there 
has tiot been a single thefi or loss of data, disks or other storage nieaia, laptops, or an external 
compromise of any sort to the nctwork. 





(TI AG’s prit’ncy bcst practices arc dcrir-cd froiii a varicty of worldwide soitrccs x i d  U‘CI’C 
ccntrol to staffs revicxv. Thcoc privacy Imt practiccs support pruderii daU security I1lWiiz ~ C r l l e l l l  

and rcduce risk for tiiose companies that rtturiticly LISC these techniqucs as part 01 their t)verall 
corporate plan. ~ l i c  privacy best practiccs cartsidered during this rcvicw 

Performing adeyuatc and rcLguiar privacy risk asscssrncnt; 

Establishing a privacy ol’iicer or organizalion to serve as the focal point for 
coordiniitron ot prit‘acy activities und the hi111diing of coinplaiiits UT issues; 

Dcvdoping atwx-cness arotind key data handling and idcnllty tlrc ft  risks; 

h4askinp personal identification numbers. such SIS social sccuritg numbers. and 
other sensitive infomiation when possiblc; 

Supervising aiid trtiiniiig call cctitcr staff to prcsent social engineering tinti sinii lai 
risks; 

Man:iginf markctirig lists and all tilircl p u t y  setidor relat~trnsli~ps efftctivul! a 

Crcatiny rZw”mcss of  Wch and e-mail vtilnerabililics; 

Deveiopin~ record retcntiori and dcsrrucliotl pd icm,  

Implemcn1ing 8 data classification sclicmc based oti thc seiisitivity and data 
mapping ; 

(‘onducting nsk assessments of access controls, physical sccunt} access 
restrictions, and change controls; 

Imp1 eriieii 11 rt g 1 I ~t rtis i on detect ion and prcv cri t i c) 11 tcclm o log es ; 

C:omplctirig p~ i i~ l r a t ion  Iesling and indcpcndcnt tcstinghcvrctv of’ kcy ciw!~’c)ls. 
systems, atid proccdrircs; and 

Limiting data collection to operationally necessary data 



Florida iii\wror-o\vnd utilities have prog-ams dcsipeci to safeguard sensitivc customer 
iiif~fniiatio~t. 'l%cse programs arc multifaceted. cottibinir~g written policics, cmployce 
procedures, and munagcment or supervisory practices. A varicty of virtual and physical 
safeguards round out the data security systcm found in each company. 

'I'his chart surnmarizcs each company's security policies, practices, and initiatives. Tlicse 
points arc discussed in more detail in each respective coinpany cliaptcr. 



APPENDIX Q3 

TREATMEKT OF SENSITIVE CUSTOMER D.4TA 

Florida insestor-owned utilities collcct. USC, and mask a saricty of  sensitive customer 
information. Collection, usc, arid masking of inforinntion in each company is curitrolicd and 
safe'eguardcd by a combination or writtcn poiicics, cmpiuyce procedures, and managcmcnt 
supervision practices. Virtual and physical security measures in each company round out the 
system designed to protect the data. The following chart sunmarizes thc infomation each 
company collects, uses, and masks. 

f Social Security Number I I I I 

1 BankAccount I I I 

I Credit Cad Info I I i 

I CrdilCardInfo I I I 

I Social Security Number I I 

I Ba& Account I I I 

I Credit Card Info I I I 

1 Social Secuillv Number I I I 

I Credit C a d  Info I 1 

1 Bank Account i I I 



Alteration of employee status (e.g. retirement, position change, termination) is manually entered into 
the system. The HR Director has the responsibility. Policy is “a week or two”. An email is sent to IT. 
IT removes or alters access as appropriate. Upon termination, all employees have a checklist to 
complete, with network access rights discontinued immediately upon termination notice. 

Julie Petty, Director of Customer Relations, also has audit responsibilities. There have been no data 
security audits in the last 24 months. Crowe Chezik has been contracted to begin such an audit in 
September. The audit is scheduled for completion 10/07. All auditing is outsourced; FPU has no staff 
auditors. 

(4) Data Request(s) Generated: 

( 5 )  Follow-up Required: 



4.0 Florida Public Utilities 
The two electric divisions of Florida Public Utilities Company (FPU) have J$jJt$l-*e--~d-& ___..-- 

part-time employees that services the electric divisions, and serves approximately 28,000 electric-*---*--- 

in the western panhandle. The Northeast Division serves Amelia Island and is located in Femandina 
Beach. I 

in F l o ~ ~ T h e N o r t h w e s t - D ~ ~ ~ ~ ~ o ~ ~ , h e a d ~ ~ a r t e ~ e d . ~ . M . ~ ~ . ~ a ~ ~ E r o ~ ~ d e s ~ e r ~ c e t o .  customers ... ..---. 

Does Florida Public Utilities management have a clear understanding that 
information security is a management responsibility? 

FPU management acknowledges that information security is a management responsibility. 
According to FPU, company management sets the corporate climate for information security by creating 
procedures and determining information security priorities. 

FPU management states that it recognizes that information security is only possible, and produces 
the best results, in a cooperative partnership with company employees. Further, the company states its 
objective relevant to information security is to create and sustain a workforce aware of the obligation to 
effectively manage and protect sensitive customer information. FPU managers stated that the company 
seeks to accomplish this objective through a comprehensive employee training program, management 
supervision of the workplace, employee mentoring, retraining (when necessary), and annually requiring 
all employees to acknowledge and sign the “Security of Customer Data” policy statement. 

According to the company, managers and supervisors also routinely monitor software 
applications, programs, workstations and employee access to sensitive information to determine inherent 
operational risk. Changes in employment status, or an employee’s business need to access sensitive 
customer data, are reported by managers to IT. Then, the employee’s network access rights are revised to 
reflect the change, minimizing risk. 

What type of personal information does Florida Public Utilities collect from 
customers? 

The Customer Information System (CIS), a customer service and billing system, is used to initiate 
new accounts, update record information, and to store individual customer data. When initiating a new 
residential account, customer service representatives (CSRs) collect personal information from the 
account holder including the full name, social security account number, driver’s license number, address, 
and phone number. 

FPU service representatives also collect banking information if the customer wishes to establish 
automatic electronic payments. During initiation, customers also have the opportunity to provide names 
of others authorized to discuss the account, such as a spouse or other relative. 



Has Florida Public Utilities management assessed the appropriateness of the 
information collected from customers? 

FPU routinely collects both a social security number and driver’s license number fiom a majority 
of its customers. According to the company, a social security number is required in order to run a credit 
worthiness check. Thereafter, the social security number is maintained for identification purposes and 
possible future collection actions. 

The company reported that new customers are increasingly wary of identity theft and often do not 
wish to provide a social security number. In such cases, the driver’s license number can be used as an 
alternative method of identification and to assist in possible fbture collections action. The driver’s license 
information is maintained for the life of the account, all but the last four digits are masked, and FPU 
management does not perceive any undue risk in collecting or keeping this information. 

Staff believes that requiring a driver’s license number for identification purposes in the absence of 
a social security number may be appropriate, But, in the event that a social security number is obtained 
for identification and credit check, the additional need for collecting and maintaining driver’s license 
information is not apparent. Staff believes that collecting any personal information beyond that which is 
absolutely needed poses unnecessary risk. 

Does Florida Public Utilities adequately h i t  the use and disclosure of customers’ 
personal information? 

FPU has operational practices for customer service personnel to follow that address the use, 
disclosure, and retention of sensitive customer data. F’PU h a s ~ c u s t o m e r - s e ~ c e - r e ~ r e s e n ~ ~ ~ ~ e s - ~ - t h e ~ . - . .  _, 

accounts and respond to other customer inquiries. Corporate headquarters is in West Palm Beach, but all --. 

payment processing is done in the Marianna office. The Director of Customer Relations supervises the 
billing of customers in both divisions. 
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Do any employees have access to customers’ personal information at off-site 
facilities? 

_.. 

What controls have Florida Public Utilities put in place for remote access of customer 
personal information? 

Under normal operating conditions, remote access is limited to Division General Managers and 

Has Florida Public Utilities established an appropriate data security management 
function? 

FPU’s Director of Information Technology directly reports to the President & CEO. The IT 
Director has nine employees working in the information technology division. 

According to FPU management, information management and security are the responsibility of all 
FPU personnel. FPU’s Information Management (M) section is specifically designated with the 
responsibility to assess the risks and potential vulnerabilities to the overall network and individual 
workstations. IM managers coordinate with, and provide technical advice to, company operational 
management in order to determine FPU policy, practices, and procedures relative to the handling, 
retention, and protection of sensitive customer data. 



IM personnel also have the responsibility to monitor employee access to the network, its 
functions, and stored information. System usage is monitored, and the IM section processes all changes to 
employee network access. A change in employment status, such as retirement, termination, promotion, or 
transfer prompts an immediate review of access and any appropriate changes to authorization. 

Has Florida Public Utilities established appropriate information security policies, 
procedures, and guidelines? 

FPU information technology employees seek to establish appropriate information security 
policies, procedures, and guidelines in a variety of ways. These include: 
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Does Florida Public Utilities limit physical access to customer information data 
resources through access authorization procedures, monitoring devices, and alarm 
systems? 

According to FPU management, information security is not possible without parallel security of 
the Information Management (IM) parent site located in West Palm Beach. Access to this facility is 
controlled by a magnetic lock. JM employees are issued a corresponding magnetic key fob which is 
coded to allow access. Besides IM personnel, only the company president is authorized unescorted access 
to this facility. 

Does Florida Public Utilities restrict access to customer information related software 
functions, data, and programs? 

The company network has many levels of resident security. All users must have a valid user name 
and password. Access is authorized based on a business need-to-know and contingent on approval by 
both supervisors and information management. Access to different parts of the network is derived from a 
menu at each workstation, tailored to individual users. Lack of the appropriate level of access authority 
will result in denied access. Different programmers have either very wide or universal network access, 
but are subject to continual monitoring. 
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Does Florida Public Utilities monitor software security activity and produce 
appropriate management reports? 



FPU information management has the ability to monitor employee access to the network and 
sensitive information in real time. This oversight provides IM the capability of determining who is 
accessing specific areas of the network, when such access occurred, the duration of the access, and 
whether unauthorized users attempted access. 

The information management system automatically monitors and captures software and access 
activity around the clock. The results are available for regular review by IM personnel. Network 
information is then routinely made available to management in the form of two reports, the Access Report 
and the Use Report. These are also available on very short notice through a request to IM. The Access 
Report pinpoints who within FPU has current access authority for all network functionalities, while the 
Use Report documents employee usage on the network, sites visited, and e-mails. 

Does Florida Public Utilities have adequate privacy and data security policies and 
procedures? 

Annually, FPU policy requires all employees to read and acknowledge by signature the Florida 
Public Utilities Code of Ethics, dated February 2005 and the Employee Conduct and Work Rules. 
However, the Florida Public Utilities Code of Ethics only briefly addresses the handling of sensitive 
customer information and does not site specific laws or regulations. Due to the relatively small size of 
FPU, all signed copies for 2007 from Marianna Division employees were verified. The Employee 
Conduct and Work Rules policy defines unauthorized disclosure of confidential information as sufficient 
for disciplinary action. The Computer, E-mail, Voice Mail, and Internet Use policy outlines proper use of 
these functionalities, but does not address customer sensitive data specifically. 

Though these policies do not specifically focus on the protection of sensitive customer 
information, FPU management states that it believes each policy helps create an employee mindset that is 
conducive to safeguarding customer sensitive data, and transferable to the application of such safeguards. 

Security of Customer Data is a specific data security policy and procedure requiring full 
understanding and acceptance by all employees. New employees must read and acknowledge the policy 
by signature upon completion of initial training and annually thereafter. 

Are Florida Public Utilities employees properly trained on privacy and data security 
policies? 

According to the company, an expectation of ethical behavior regarding the handling of sensitive 
customer information is incorporated into the FPU training program. FPU provides formal initial training 
for all new employees using a combination of written policies, established practices, and standardized 
procedures pertaining to the security of sensitive customer information. As a part of this training, each 
employee is required to read and sign the Security of Customer Data policy and procedure notice. 

Trainers from the West Palm Beach headquarters visit the divisions up to four times annually, 
conducting refresher training for all employees. According to FPU, there are always customer service and 
data security components to this training. On-the-job training is used to augment the initial training of 
new customer service representatives. A new customer service representative first shadows a more senior 
employee and, later, the roles are reversed. When the new employee demonstrates a thorough knowledge 



Does Florida Public Utilities possess, or have access to, competent auditing resources 
to evaluate information security and associated risks? 

FPU does not employ full time staff auditors. The auditing fm of Binder, Dijker, Otte & 
Company (BDO) is the external auditor for FPU. BDO, an international accounting fiim, was founded in 
Europe in 1963. US offices were established in 1988. BDO’s auditing expertise is in finance and 
accounting. BDO conducted a hancial audit annually for FPU during the two year period covered by 
this review. Binder, Dijker, Otte & Company audits do not focus specifically on information technology 
or information security. However, FPU stated that the BDO audit findings still provide general insights 
on data security and network protection. 

Crowe Chezik is the FPU internal auditor. Founded in 1942, Crowe Chezik is one of the top ten 
public accounting and auditing firms in the nation. 

Does Florida Public Utilities periodically assess the organization’s information 
security practices? 

No audit of FPU information security practices was performed over the period 2005 to September, 
2007. However, FPU has recently initiated an audit of network security and risk assessment by Crowe 
Chezik, their internal auditors. The audit will focus on Sarbanes-Oxley IT controls. Completion of the 
audit is anticipated in October 2007. 

Has management provided assurance that information security breaches, and 
conditions that might represent a threat to the organization, will be promptly made 
known to appropriate Florida Public Utilities’ corporate and IT management? 

Florida Public Utilities has no internal audit department. Matters relating to information 
management are the responsibility of management and IT personnel. In the event of any breach or 
compromise to sensitive customer data, the incident and pertinent facts surrounding it are required by 
company policy to be reported to both. 

Management stated that there have been no detected incidents of internal or external sensitive 
information compromise during the last two years. According to the company, there has not been a single 
theft or loss of data, disks or other storage media, laptops, or an external compromise of any sort to the 
network. 
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